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Introduction
Mobile and online banking have revolutionized 

financial management, offering unparalleled conve-
nience, speed, and accessibility. These digital banking 
channels evolved with advancements in information 
and communication technologies, playing a criti-
cal role in shaping the modern financial landscape. 
Online banking emerged in the early 1980s when 
banks began offering limited electronic services via 
telephone lines and dedicated terminals [1]. With 
the internet's advent in the 1990s, banks started pro-
viding online banking services through websites, al-
lowing customers to access accounts, transfer funds, 
pay bills, and view transaction history from personal 
computers.

As mobile phones advanced and became wide-
spread, banks saw potential in offering banking 
services through mobile devices. Mobile banking 
debuted in the early 2000s with basic SMS-based ser-
vices for account balance checks and alerts. The late 
2000s saw the launch of smartphones and mobile 
applications, as banks developed dedicated mobile 
apps offering comprehensive features like account 

management, remote check deposit, and peer-to-peer 
payments [2]. The banking landscape further evolved 
with the rise of digital-only banks, or neobanks, 
which operate exclusively online without physical 
branches. These banks focus on user experience, com-
petitive fees, and innovative features, making them 
an attractive alternative to traditional banks.

Mobile and online banking have profoundly im-
pacted the banking sector, driving competition, im-
proving customer experiences, and reducing opera-
tional costs. Customers now expect seamless, secure, 
and efficient banking experiences accessible anytime, 
anywhere. Consequently, banks invest heavily in 
digital transformation initiatives to meet demands 
and remain competitive in an increasingly digital fi-
nancial landscape. Mobile and online banking have 
come a long way since their early beginnings, be-
coming integral components of the modern banking 
experience. With rapid advancements in technology 
and changing customer preferences, digital banking 
channels will continue to evolve and reshape the fi-
nancial industry.

Digital banking has become a cornerstone of the 
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modern financial landscape due to its transforma-
tive impact on the banking sector and the numerous 
advantages it offers [3]. It provides convenience and 
accessibility, enabling customers to access financial 
services 24/7 from anywhere with an internet connec-
tion, saving time and resources. Leveraging digital 
channels allows banks to reduce operational costs 
and pass on savings to customers in the form of low-
er fees and better interest rates. Improved customer 
experience, real-time services, and enhanced security 
are other benefits of digital banking. User-friendly in-
terfaces and personalized services lead to increased 
customer satisfaction and loyalty. Real-time transac-
tion processing and instant access to account infor-
mation keep customers informed about their financial 
status. Advanced security measures protect sensitive 
financial data. Digital banking promotes financial 
inclusion by reaching unbanked and underbanked 
populations, fostering economic growth and reduc-
ing income inequality in underserved communities. 
The rise of digital banking spurs innovation and com-
petition in the financial industry, ultimately benefit-
ing customers through new features and improved 
services [4]. Additionally, digital banking contributes 
to environmental sustainability by reducing the need 
for physical branches and paper-based transactions.

Data-driven decision-making and integration 
with emerging technologies are other key aspects 
of digital banking. Analyzing customer data helps 
banks tailor their products and services, improve risk 
management, and make better-informed decisions. 
Digital banking platforms can easily integrate with 
technologies such as artificial intelligence, machine 
learning, blockchain, and the Internet of Things (IoT) 
to enhance offerings and streamline operations.

Digital banking plays a vital role in the modern 
financial landscape by driving innovation, improv-
ing customer experiences, and promoting financial 
inclusion. As technology continues to advance and 
customer preferences shift, the importance of digi-
tal banking will only grow, shaping the future of the 
banking industry [5].

The scope of this review is to examine the histor-
ical development, current state, and future trends of 
mobile and online banking, with a focus on the tech-
nologies and innovations that have shaped this trans-
formation. The review will provide a comprehensive 
analysis of the digital banking landscape, highlight-
ing its impact on customers, banks, and the broader 
financial industry.

By achieving this aim, the review will offer a com-
prehensive understanding of the evolution of mobile 
and online banking, providing valuable insights for 
academics, industry professionals, and policymakers 
interested in the ongoing digital transformation of 
the banking sector.

Methodology
To provide a comprehensive and well-structured 

analysis of the evolution of mobile and online bank-
ing, the following methodology was employed:

1. Literature Search Strategy:
A systematic search of relevant literature was 

conducted using various electronic databases, such 
as Google Scholar, IEEE Xplore, ScienceDirect, and 
JSTOR. The search focused on academic articles, con-
ference proceedings, whitepapers, and industry re-
ports published in English. To identify relevant pub-
lications, a combination of keywords and phrases was 
used, including «mobile banking», «online banking», 
«digital banking», «technological advancements», 
«innovations», «challenges», and «future trends».

2. Inclusion and Exclusion Criteria:
To ensure the quality and relevance of the select-

ed literature, specific inclusion and exclusion criteria 
were applied. Inclusion criteria consisted of factors 
such as:

Publication date: Focusing on sources published 
within the last 10-15 years to capture recent develop-
ments and trends.

Relevance: Articles must have had a primary fo-
cus on mobile and online banking technologies and 
innovations.

Methodological rigor: Preference was given to 
studies that demonstrated methodological rigor and 
provided clear, well-supported conclusions.

Exclusion criteria included: Non-English publi-
cations; opinion pieces or editorials without substan-
tial evidence or analysis; publications with a narrow 
focus that did not contribute to the broader under-
standing of the topic.

3. Data Extraction and Analysis:
Once the relevant literature was identified, the 

following data were extracted:
Bibliographic information (author, title, publica-

tion date, source); study design and methodology; 
key findings, technologies, innovations, challenges, 
and trends.

The extracted data were synthesized and ana-
lyzed to address the review's objectives. This analy-
sis involved: a chronological overview of the devel-
opment of mobile and online banking, highlighting 
key milestones and technological advancements; a 
thematic analysis of the identified innovations, chal-
lenges, and trends in mobile and online banking; a 
discussion of the regulatory frameworks, compliance 
requirements, and their impact on digital banking; 
an exploration of future trends and opportunities, 
including the potential implications of emerging 
technologies.

By employing this methodology, the review man-
uscript offered a comprehensive and systematic anal-
ysis of the evolution of mobile and online banking, 
focusing on the technologies and innovations that 
drove this transformation. This approach ensured 
that the review was grounded in the existing litera-
ture, providing valuable insights for academics, in-
dustry professionals, and policymakers interested in 
the digital transformation of the banking sector.

Discussion
The increasing reliance on mobile and online 
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banking systems has led to a rise in cyber threats and 
vulnerabilities targeting these platforms. As financial 
institutions continue to innovate and comply with 
regulations to ensure data privacy and security, they 
must also remain vigilant against various cybersecu-
rity risks. The following are common case studies tar-
geting cyber threats and vulnerabilities [6]:

1. Phishing and social engineering attacks lever-
age human psychology to manipulate individuals 
into disclosing sensitive information, such as log-
in credentials or personal data. In one notable case, 
cybercriminals impersonated a well-known bank 
through a seemingly legitimate email, directing users 
to a fake website where they entered their banking 
details, inadvertently providing valuable information 
to the attackers. To counter such threats, financial in-
stitutions must educate customers and employees 
about the risks associated with phishing and social 
engineering attacks, raising awareness to prevent the 
success of these deceptive techniques.

2. Malware, malicious software designed to in-
filtrate and damage computer systems, poses a sig-
nificant risk to mobile and online banking systems. 
One specific type of malware, mobile banking tro-
jans, targets mobile devices to steal login credentials 
and sensitive data. A notorious example is the Anu-
bis banking trojan, which disguised itself as seem-
ingly innocuous apps on Android devices. Financial 
institutions can mitigate these risks by encouraging 
customers to use trusted app stores, ensuring devic-
es have the latest security patches, and implement-
ing strong authentication methods like multi-factor 
authentication.

3. Man-in-the-middle attacks involve cybercrimi-
nals intercepting communications between two par-
ties, often capitalizing on vulnerabilities in public Wi-
Fi networks or insecure communication channels. In 
a notable incident, attackers exploited a public Wi-Fi 
network at a popular coffee shop, intercepting mo-
bile banking transactions of unsuspecting customers. 
To defend against such attacks, financial institutions 
must employ robust encryption algorithms to secure 
data transmission and advise customers to avoid 
using public Wi-Fi networks for mobile banking 
transactions.

4. Insider Threats: Insider threats stem from em-
ployees or other individuals with authorized access 
to sensitive information who deliberately or inad-
vertently compromise an organization's security. A 
high-profile example occurred when a disgruntled 
employee of a major bank leaked customer data to 
unauthorized parties, causing significant reputation-
al and financial damage. To address insider threats, 
financial institutions should invest in regular em-
ployee training programs to cultivate a security-con-
scious culture and enforce stringent access controls, 
limiting access to sensitive data on a need-to-know 
basis.

Mitigating cybersecurity risks in mobile and 
online banking systems is essential for maintaining 
customer trust and protecting sensitive data. Finan-

cial institutions should adopt a comprehensive se-
curity strategy that includes updating their security 
infrastructure with robust measures, such as strong 
encryption and multi-factor authentication. Regular 
security audits, vulnerability assessments, and em-
ployee training programs help create a security-con-
scious culture and reduce human errors. Developing 
incident response plans, collaborating with industry 
partners, and adopting a privacy-by-design approach 
can further enhance the overall cybersecurity posture, 
ensuring the resilience of digital banking services in 
the face of evolving threats and vulnerabilities.

The next challenge for the development of mobile 
and online banking is the digital divide and accessi-
bility. As financial institutions continue to innovate 
and expand their digital services, it is crucial to ad-
dress the disparities between different demographic 
groups in terms of access to technology, digital litera-
cy, and financial inclusion.

The digital divide refers to the gap between those 
who have access to information and communication 
technologies (ICT) and those who do not. This divide 
can be driven by factors such as socioeconomic sta-
tus, geography, age, and education. As mobile and 
online banking systems become increasingly preva-
lent, individuals without access to technology or the 
necessary skills to navigate these platforms risk being 
left behind, further exacerbating existing financial 
inequalities.

Accessibility, on the other hand, focuses on en-
suring that mobile and online banking systems are 
designed to cater to the diverse needs of users, in-
cluding those with disabilities or limited digital lit-
eracy. This involves creating user-friendly interfaces, 
providing alternative communication channels, and 
offering support services to help users navigate the 
digital banking environment.

The following examples and statistical data high-
light the scope of the problem and emphasize the im-
portance of addressing these challenges:

Global Internet access: According to the Interna-
tional Telecommunication Union (ITU), as of 2021, 
87% of individuals in developed countries have ac-
cess to the Internet, compared to only 47% in the least 
developed countries [7]. This disparity in Internet 
access directly impacts the ability of individuals to 
access mobile and online banking services, exacerbat-
ing financial exclusion in underdeveloped regions.

Digital literacy: A study by the Pew Research 
Center found that in the United States, 34% of adults 
with a high school education or less describe them-
selves as «not very» or «not at all» confident in their 
ability to use computers and smartphones. This lack 
of digital literacy can hinder the adoption of mobile 
and online banking services among certain demo-
graphic groups, further widening the digital divide.

Accessibility for people with disabilities: A report 
by the World Health Organization (WHO) estimates 
that over 1 billion people worldwide live with some 
form of disability. Many of these individuals face bar-
riers in accessing digital financial services, as mobile 
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apps and websites are not always designed with ac-
cessibility in mind. For example, a 2020 study by the 
American Foundation for the Blind found that only 
53% of the top 10 US retail banking apps met min-
imum accessibility standards for users with visual 
impairments [8].

Financial inclusion: The World Bank's Global Fin-
dex Database indicates that around 1.7 billion adults 
globally remain unbanked, meaning they do not 
have an account with a financial institution or mobile 
money provider. In regions like Sub-Saharan Africa, 
where only 43% of adults have a bank account, the 
lack of accessible mobile and online banking services 
contributes to the persistence of financial exclusion.

To address the digital divide and accessibility 
challenges, financial institutions should consider the 
following strategies (Table).

By addressing the digital divide and accessibil-
ity challenges, financial institutions can ensure that 
the benefits of mobile and online banking systems 
are more equitably distributed, promoting financial 
inclusion and empowering individuals to better man-
age their finances in the digital age.

The forthcoming obstacle in the evolution of mo-
bile and online banking lies in addressing the user 
experience and adoption barriers. As digital financial 
services continue to grow, it is crucial to identify and 
overcome the challenges that prevent users from ful-
ly embracing these new technologies and platforms. 
User experience encompasses the overall interaction 
and satisfaction customers have when using mobile 
and online banking services. To enhance user expe-
rience, financial institutions must focus on designing 
intuitive, user-friendly interfaces that cater to the di-
verse needs and preferences of their customers. This 
includes ensuring accessibility for individuals with 
disabilities and taking into consideration various lev-
els of digital literacy among users. Adoption barriers, 
on the other hand, refer to the factors that hinder cus-
tomers from embracing mobile and online banking 
services. These barriers can be both psychological 
and practical, including concerns over security, pri-
vacy, and trust, as well as limited access to technolo-
gy and inadequate digital literacy (Figure).

Each point of the above strategy can be described 
as follows:

Conducting user research: Financial institutions 
must invest in user research to understand the specif-
ic needs, preferences, and pain points of their custom-
ers. This insight can inform the design of mobile and 
online banking services, ensuring they are tailored to 
the unique requirements of different user groups.

Focusing on usability and accessibility: Prioritiz-
ing usability and accessibility in the design of mobile 
and online banking platforms can help create a more 
inclusive and user-friendly experience. This involves 
adhering to accessibility standards, employing re-
sponsive design principles, and providing multiple 
communication channels for customer support.

Addressing security and privacy concerns: To 
foster trust and encourage adoption, financial institu-
tions must demonstrate their commitment to protect-
ing user data and maintaining secure systems. This 
includes implementing robust security measures, 
educating users about potential risks, and maintain-
ing transparency about data collection and usage 
practices.

Supporting digital literacy and financial edu-
cation: Financial institutions should offer resources 
and programs to help users develop the necessary 
skills to navigate mobile and online banking services. 
These initiatives can target vulnerable populations or 
those with limited digital literacy, empowering them 
to take full advantage of digital financial services.

By tackling user experience and adoption barri-
ers, financial institutions can promote the widespread 
use of mobile and online banking services, ultimately 
driving innovation and fostering financial inclusion 
in the digital age.

Future Trends and Opportunities
The advent of 5G and the Internet of Things (IoT) 

promises to revolutionize digital banking by enhanc-
ing connectivity, enabling real-time data processing, 
and providing new opportunities for innovation. 
These cutting-edge technologies have the potential 
to transform the way financial institutions deliver 
their services and interact with customers, ultimate-

Strategies for bridging the digital divide and accessibility [9]

Expanding access to 
technology

Financial institutions can partner with government agencies, non-profit organizations, 
and other stakeholders to support initiatives aimed at expanding access to technology, 
particularly in underserved communities. This may involve providing affordable devices, 
promoting digital infrastructure development, and offering subsidized internet access.

Enhancing digital literacy Financial institutions should invest in educational programs to improve digital literacy 
among their customers, targeting vulnerable groups such as the elderly, low-income 
populations, and people with disabilities. These programs should aim to build the skills 
necessary to use mobile and online banking systems effectively and securely.

Offering tailored financial 
products and services

Financial institutions should create financial products and services that cater to the 
diverse needs of their customers, including those who may be underserved by traditional 
banking systems. This might involve offering basic, low-cost accounts or designing credit 
products tailored to the needs of low-income or unbanked individuals.
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ly improving user experience and fostering financial 
inclusion.

5G, with its faster data transmission rates, lower 
latency, and increased network capacity, offers sig-
nificant benefits for mobile and online banking ser-
vices [11]. Enhanced connectivity enables smoother, 
more reliable transactions and facilitates the integra-
tion of advanced technologies, such as artificial intel-
ligence and machine learning. Financial institutions 
can leverage these capabilities to provide personal-
ized services, more efficient customer support, and 
improved security measures.

The IoT, a network of interconnected devices 
that collect and exchange data, presents new oppor-
tunities for digital banking. With the proliferation of 
smart devices, financial institutions can develop in-
novative banking solutions that seamlessly integrate 
into customers' daily lives. For instance, IoT-enabled 
payment systems can facilitate contactless trans-
actions through wearables or smart home devices, 
simplifying the payment process and enhancing 
convenience.

Additionally, the vast amount of data generat-
ed by IoT devices can be harnessed to gain valuable 
insights into customer behavior and preferences. Fi-
nancial institutions can use this information to de-
velop targeted marketing strategies, tailor product 
offerings, and optimize the user experience. Further-
more, the real-time data processing capabilities of IoT 
can support advanced analytics and fraud detection 
systems, strengthening security and trust in digital 
banking services.

However, the widespread adoption of 5G and 
IoT technologies also brings new challenges, par-
ticularly in terms of security and privacy. Financial 
institutions must prioritize robust security measures 
and maintain transparency about data collection and 
usage practices to address potential concerns and 
safeguard customer information.

Integration of digital banking with emerging fi-
nancial technologies, such as digital currencies and 

robo-advisors, holds the potential to reshape the fi-
nancial landscape by offering new opportunities 
for innovation, enhancing user experience, and pro-
moting financial inclusion. As financial institutions 
explore these cutting-edge technologies, they can 
unlock new avenues for growth and strengthen their 
competitive edge in the digital age.

Digital currencies, including cryptocurrencies 
and central bank digital currencies (CBDCs), repre-
sent a significant development in the financial sector 
[12]. By integrating digital currencies into their ser-
vices, financial institutions can offer customers seam-
less, low-cost transactions and instant cross-border 
payments. Moreover, digital currencies can serve 
as an alternative to traditional banking services for 
unbanked or underbanked populations, facilitating 
financial inclusion and driving economic growth. 
However, the adoption of digital currencies also pos-
es challenges, including regulatory uncertainty, price 
volatility, and security concerns. Financial institu-
tions must navigate these issues while maintaining 
compliance with existing regulations and safeguard-
ing customer assets.

Robo-advisors, which use algorithms and arti-
ficial intelligence to provide automated investment 
advice, represent another noteworthy development 
in financial technology [13]. By integrating robo-ad-
visors into their offerings, financial institutions can 
deliver personalized, data-driven investment advice 
at a lower cost than traditional human advisors. This 
democratizes access to wealth management ser-
vices and caters to the needs of a broader range of 
customers, including those with limited investment 
knowledge or smaller portfolios. To ensure the suc-
cess of robo-advisory services, financial institutions 
must prioritize transparency, user education, and ro-
bust security measures to build trust and confidence 
among users.

Personalization and customer-centric banking ex-
periences are becoming increasingly vital in the com-
petitive landscape of digital finance. By focusing on 
individual customer needs and preferences, financial 
institutions can enhance user satisfaction, build loyal-
ty, and foster long-term relationships [14]. To achieve 
this level of personalization, banks must harness data 
analytics, artificial intelligence, and other advanced 
technologies to deliver tailored services and create a 
seamless, holistic banking experience.

Data analytics plays a crucial role in understand-
ing customer behavior and preferences, enabling 
financial institutions to create targeted marketing 
strategies and tailor product offerings. By leveraging 
customer data, banks can segment their user base 
and offer personalized promotions, interest rates, 
and financial products that cater to individual needs. 
This targeted approach helps customers feel valued 
and understood, ultimately driving engagement and 
satisfaction.

Artificial intelligence (AI) and machine learning 
(ML) technologies further enhance personalization by 
allowing banks to automate various aspects of their 

Suggested strategies for bridging the user experience 
and adoption barriers [10]
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services while maintaining a high level of customiza-
tion. For example, AI-powered chatbots can provide 
personalized customer support by learning from 
previous interactions and offering tailored solutions 
to individual queries. Additionally, ML algorithms 
can analyze transaction data to detect anomalies or 
potential fraud, ensuring a secure and trustworthy 
banking experience for each user.

Financial institutions must also prioritize user 
experience design to create a customer-centric digi-
tal environment. This involves developing intuitive 
interfaces, ensuring accessibility for individuals with 
disabilities, and providing multiple communication 
channels for customer support. By focusing on the 
user experience, banks can create an engaging digi-
tal platform that addresses the unique needs of their 
customers.

Conclusion
In conclusion, this systematic review of the evolu-

tion of mobile and online banking provides valuable 
insights into the key technologies and innovations 
shaping the future of digital finance. Our analysis re-
veals the growing importance of addressing cyberse-
curity threats, the digital divide, user experience and 
adoption barriers, as well as the potential impact of 
emerging technologies such as 5G, IoT, digital cur-
rencies, and robo-advisors on the banking industry.

The findings have important implications for both 
the banking industry and policymakers. Financial in-
stitutions must prioritize the development of secure, 
accessible, and customer-centric services to remain 
competitive in the digital landscape. This includes 
investing in robust cybersecurity measures, enhanc-
ing digital literacy, and promoting financial inclusion 
through innovative banking solutions. Policymakers, 
on the other hand, should focus on creating a sup-
portive regulatory environment that encourages in-
novation while safeguarding consumer interests.

Future research directions in the field of mobile 
and online banking could explore the long-term 
impact of emerging technologies, such as AI and 
blockchain, on the financial industry. Moreover, re-
searchers may investigate strategies for addressing 
the digital divide in developing countries, fostering 
financial inclusion, and optimizing user experience 
to ensure the successful adoption of digital banking 
services. Additionally, further studies could examine 
the role of public-private partnerships in driving in-
novation and promoting a secure, inclusive, and sus-
tainable digital finance ecosystem.

By understanding the key drivers of change in 
mobile and online banking, stakeholders can better 
prepare for the future and harness the power of dig-
ital technologies to transform the financial landscape 
and promote economic growth worldwide.
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Аңдатпа. Мақаланың мақсаты – цифрлық банкинг платформаларының эволюциясы мен дамуын егжей-тег-
жейлі зерттеу. Бұл зерттеу банк саласындағы технологиялық әзірлемелер мен инновациялық тәжірибе-
лердің трансформациялық әсерін сыни талдау үшін жүйелі шолу әдісін пайдаланады. Зерттеу қаржылық 
қызметтерді ұсынудағы революциялық өзгерістегі осы цифрлық арналардың ажырамас рөліне баса назар ау-
дара отырып, дәстүрліден онлайн-банкингке және мобильді банкингке көшуді бақылайды. Сонымен қатар, ол 
мобильді қосымшалар, биометриялық аутентификация, жасанды интеллект (AI), машиналық оқыту (MO) 
және blockchain сияқты технологиялардың банктік операцияларды жақсартудағы және тұтынушыларға қы-
змет көрсетуді жақсартудағы трансформациялық рөліне жарық түсіреді. Зерттеу сонымен қатар цифр-
лық банкингті реттейтін нормативтік-құқықтық базаны зерттейді және онымен байланысты мәселелер 
мен тәуекелдерді, соның ішінде киберқауіпсіздік қауіптері мен цифрлық алшақтықты талқылайды. Онда осы 
мәселелерді жеңілдетудің ықтимал шешімдері мен стратегиялары көрсетілген. Сондай-ақ, қолжазба цифр-
лық банкингтің жаңа тенденциялары мен мүмкіндіктерін, соның ішінде жаңа қаржылық технологиялармен 
интеграцияны, 5G және IoT рөлін және жекелендірілген банктік қызметтің маңыздылығын анықтайды. Бұл 
зерттеу банк саласының мүдделі тараптары, саясаткерлер және болашақ цифрлық банкинг траекториясы-
на мүдделі зерттеушілер үшін құнды ресурс болып табылады.
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Аннотация. Цель статьи – подробно изучить эволюцию и развитие платформ цифрового банкинга. В этом 
исследовании используется метод систематического обзора для критического анализа преобразующего воз-
действия технологических разработок и инновационных практик в банковской сфере. В исследовании просле-
живается переход от традиционного к онлайн-банкингу и мобильному банкингу с акцентом на неотъемле-
мую роль этих цифровых каналов в революционном изменении предоставления финансовых услуг. Кроме того, 
он проливает свет на преобразующую роль таких технологий, как мобильные приложения, биометрическая 
аутентификация, искусственный интеллект (ИИ), машинное обучение (МО) и блокчейн, в совершенствова-
нии банковских операций и повышении качества обслуживания клиентов. В исследовании также изучается 
нормативно-правовая база, регулирующая цифровой банкинг, и обсуждаются связанные с этим проблемы 
и риски, включая угрозы кибербезопасности и цифровой разрыв. В нем излагаются возможные решения и 
стратегии смягчения этих проблем. Наконец, в рукописи определяются новые тенденции и возможности в 
цифровом банкинге, включая интеграцию с новыми финансовыми технологиями, роль 5G и IoT, а также важ-
ность персонализированного банковского обслуживания. Это исследование является ценным ресурсом для 
заинтересованных сторон банковской отрасли, политиков и исследователей, заинтересованных в будущей 
траектории цифрового банкинга.
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