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Gomputer Modeling of a Wireless Wi-k Ghannel
Gonsidering Packet Lost in Dams

for the Telemetry Gontrol of Bridge Structures
and Gonstruction Buildings

Introduction

With advancements in communication sys-
tems and intelligent technologies, alongside
improvements in analog and digital electronics
and measurement devices, new opportunities
arise for creating continuous remote monitor-
ing systems for infrastructure, such as bridges
and buildings. A key factor for societal prog-
ress today is the widespread availability, se-
curity, quality, and accessibility of high-speed
networks, with the development of information
and communication infrastructure being cru-
cial to economic progress in the Republic of
Kazakhstan. This work will cover:

- Key parameters of a wireless Wi-Fi system
for selecting optimal computer model data;

- Selection of software for simulating wire-

less channels in distributed systems;

- Development and testing of a Wi-Fi chan-
nel model in MATLAB/Simulink, addressing
packet loss.

Research has addressed various aspects,
such as system security and functionality [1-
3], improvements in communication infra-
structure for monitoring and data manage-
ment [4-7], and advanced simulation tools for
optimizing wireless networks [8-10]. Ongoing
studies contribute to furthering distributed
monitoring systems, ensuring reliability and
precision in critical infrastructure management
[11-13].

Methods of the research

In the process of conducting dissertation
research, proven methods for processing and



analyzing measurement information, meth-
ods for remote identification of measure-
ments, methods for creating software and
hardware systems based on microcontrollers
and computer modeling methods were used.
In addition, laboratory tests were conducted
to monitor the technical condition of building
structures during their operation.

Purpose

The purpose of this work is to develop a
distributed autonomous wireless Wi-Fi system
for remote monitoring of technical condition
with high data transfer rates, long range and
support for multiple access with carrier listen-
ing and collision avoidance. Various programs
were considered during the research, but the
main focus was on MATLAB and Simulink. The
choice of these programs is due to their high
level of functionality and the ability to effec-
tively solve the problems that our experiments
face. Thus, the purpose of the work is to iden-
tify and select the optimal software tools that
ensure the successful implementation of tasks
in the field of programming and modeling.

General characteristics of the key pa-
rameters of a wireless Wi-Fi system for
selecting optimal computer model data

In order for wireless devices to exchange
information over a wireless network, they first
need to connect (associate) with the nearest
available access point or directly with a wire-
less router. The most important step in the
wireless connection process is to discover the
Wireless Local Area Network (WLAN) and then
connect to it. Wireless access point detection.
User authentication at the connected access
point. Association (connection) with a connect-
ed access point.

The original 802.11 standard introduc-
es two types of authentication: Open System
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authentication - any wireless client should be
easily connected and used only in situations
where security does not matter, for example,
in cases where free Internet access is provid-
ed, for example in cafes, hotels and remote
areas. Public Key Authentication - provides
authentication and encryption mechanisms for
information that is transmitted between wire-
less clients and an access point or wireless
router. However, for a successful and final con-
nection, the password must be agreed upon
between the parties beforehand [1]. There are
four methods of authentication with a shared
key, as described in Table. Until the availability
of WPA3 devices becomes widespread, 802.11
wireless networks use the WPA2 standard.

Direct Sequence Spectrum (DSSS) is a
modulation technique designed to propagate a
signal over a wider frequency band. Spectrum
expansion techniques were developed during
the war to make it more difficult for enemies
to intercept or jam a communication signal.
This is achieved by spreading the signal over
a wider frequency, which effectively hides the
noticeable peak of the signal, as shown in the
figure. DSSS is used by 802.11b devices to
avoid interference from other devices using
the same 2.4GHz frequency [3].

The Frequency Hopping Propagation Spec-
trum (FHSS) is based on extended spectrum
communication techniques. This process of si-
multaneous signal transfer between different
channels ensures their more efficient use, which
reduces the overload of the entire wireless net-
work. FHSS was used in the original 802.11
standard, as well as in walkie-talkies and radio-
telephones, for which the operating frequency
is 900 MHz, while Bluetooth uses only one of
the variations of this technology [4].

The orthogonal frequency division multi-

Four authentication methods with a shared key [2]

Authentication method

Description

A security protocol similar to
the protection of a wired net-
work (Wired Equivalent Privacy,
WEP)

The original 802.11 specification is for data protection, which uses
an encryption method called Rivest Cipher 4 (RC4) with a static key.
However, the key never changes during the packet exchange process,
which makes it easy to crack it.

Secure access to a wireless Wi-Fi
network using the WPA method
Protocol (TKIP).

It is a Wi-Fi Alliance standard that uses WEP, but protects data using a
much more reliable encryption algorithm, the Temporary Key Integrity

WPA2 WPA2 is the current industry standard for protecting wireless networks.
It uses the Advanced Encryption Standard (AES) for encryption.
WPA3 The next generation of Wi-Fi security. All WPA 3-enabled devices use

the latest security techniques, prohibit outdated protocols, and require
the use of secure Management Frames (PMF).
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plexing method, called OFDM, is a subset of
frequency division multiplexing in which a par-
ticular channel uses several of its subchannels
at adjacent frequencies. The new 802.11ac
standard uses a variation of OFDM called or-
thogonal frequency division Multiple Access
(OFDMA) [5].

Justification of the choice of the soft-
ware environment necessary for comput-
er simulation of the wireless Wi-Fi chan-
nel of a distributed system

In the first chapter, a theoretical analysis
of wireless technologies was carried out and,
based on the results of the review, the validity
of the choice of Wi-Fi technology was indicat-
ed [6]. The review of the parameters, security
modes and frame structure of the wireless Wi-
Fi system conducted in Chapter 1 revealed the
main characteristics of this technology and the
parameters that depend on quality, speed and
security [7]. The following modeling programs
are reviewed and their main characteristics
and disadvantages are identified, which do not
allow them to be used in the framework of a
research:

1. The Enterprise Network Modeling Plat-
form (eNSP) is a free extensible graphical net-
work modeling platform developed by Huawei
[8]. eNSP can simulate the functions support-
ed on various device models, achieving a high
degree of simulation [9].

2. Packet Tracer is a medium-precision sim-
ulation-based learning environment with the
ability to work in a network, designed for begin-
ners in the field of network technology, allow-
ing you to design, configure and troubleshoot
computer networks at the CCNA complexity
level [10]. The simulation can be carried out
using the following protocols: LAN: Ethernet
(including CSMA/CD), wireless 802.11a/b/g/n,
PPPOE. Switching: Vlan, 802.1q, Trunk, VTP,
DTP, STP, RSTP, IP CEF. TCP/IP: HTTP, HTTPS,
DHCP, DHCPv6, Telnet, SSH, FTP, DNS, TCP,
UDP, IPv4, 1IPv6, ICMP, ICMPv6, ARP, IPv6 ND,
FTP, SMTP, POP3, VOIP(H323). WAN: HDLC,
SLIP, PPP and Frame Relay [11]. Security: IP-
sec, GRE, ISAKMP, NTP, AAA, RADIUS, TACACS,
SNMP, SSH, SYSLOG, CBAC, Zonal Firewall
Policy, IPS. QoS: Level 2 QoS, FIFO hardware
queues, priority queue, user queue, weighted
fair queue, MQC, NBAR [12].

3. VisSim (since 2014 Altair Embed) is a
program with a visual flowchart for modeling
dynamic systems and modeling embedded
systems with its own visual language. The pro-
gram automatically converts the control cir-
cuits into C-code, ready to be uploaded to the
target equipment.

4. MATLAB is a special language that has an
interactive environment for calculating num-

EXdi bers, visualizing created mathematical models

and building their functional dependence and
programming at a high level [13].

5. Simulink is an environment that al-
lows you to work with flowcharts designed
for multi-domain modeling and model-orient-
ed design or programming. The application is
integrated into MATLAB, which allows you to
include algorithms created in MATLAB in Sim-
ulink models and export the simulation results
of the MATLAB software environment for fur-
ther analysis.

Development and debugging of a com-
puter model of a wireless Wi-Fi channel
taking into account packet loss in the
MATLAB/Simulink program

The signal generated at the output of
the sensor block according to the functional
scheme is subjected to various attenuations
described in the second chapter, but the at-
tenuation depends on the parameters of the
transmitter and receiver, which can be select-
ed and changed depending on the character-
istics of the wireless communication channel.
To perform computer modeling in the MATLAB/
Simulink program, the following equation is
used, described in the second chapter:

Yo (t) +ap(t)y*(t) = BR (1 —p(t). (1)

In the formula v,,'(£) - information transfer
rate [packets/s];

a - the set parameter for multiplicative
reduction of the size of the data transmission
window (in case of packet loss);

p(t) - wireless Wi-Fi network packet loss
probability function;

B - the set parameter for additive window
size increase in the absence of packet loss;

R - delay [s].

For the convenience of working with the
equation, we convert some values into coef-
ficients:

ym (t) +Ay*(t) = B. (2)
Then the data transfer rate will be equal to:

Yo (t) = B—Ay*(t). (3)

Figure 1 shows the general scheme of the
model based on the above equations. For a
correct and visual demonstration, the corre-
sponding elements of the equation are com-
bined into blocks of coefficients B and A, shown
in Figures 2 and 3, respectively.

Block A, B - blocks A and B, the detailed
description of which will be given below;

Integrator 1 - integrator;

The Sum adder;

Product is an element that performs multi-
plication;

Scope is an oscilloscope that displays the
output signal.

Constant "1/R" - constant value of the re-
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verse signal delay reading;

Constant is the value of 1, according to the
equation;

The Sum adder;

Product is an element that performs multi-
plication;

"Possible packet loss" - generator;

"Scope" is an oscilloscope. The coefficient
B described in the block fulfills the equation
BRA(-1) (1-p(t)), the parameters of which are
as follows: the delay of the signal R is equal
to an average time of 20 ms, therefore, when
specified in the computer model block, the
probability of packet loss is in the range from
0 to 0.1, due to the fact that the Wi-Fi tech-
nology used provides for minimal loss of trans-
mitted packets; the value of B is 0.9. Figure 3
shows the structure of block A, which performs
the mathematical operation of multiplying the
parameters a and p(t). The probability of pack-
et loss is in the range from 0 to 0.1, as men-
tioned in the previous block, and the value of a
is assumed to be 0.1.

All mathematical operations are based on

equations describing the data transfer rate
over a wireless communication channel and,
accordingly, all elements of the computer
model comply with the requirements specified
when forming the final signal. Figures 4 and 5
show possible packet losses during data trans-
mission over a wireless communication chan-
nel and the final output signal on a computer
model, respectively.

Problem statement

The use of a distributed wireless system al-
lows you to reduce the financial costs of car-
rying out measures to eliminate defects by
accurately determining the location, angle of
inclination, vibrations, temperature influences
and the need for repair work. In most cases, in
these distributed systems, various sensors act
as measuring devices that measure parame-
ters according to data identification and track-
ing technologies.

Research methods

During the research, proven methods of
processing and analyzing measurement data,

techniques for remote identification of mea-
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Figure 4 — Possible packet loss during data transmission over a wireless communication
channel

surements, creation of software and hardware
systems using microcontrollers, as well as
computer modeling methods were applied:

1. The Enterprise Network Modeling Plat-
form (eNSP) is a free extensible graphical net-
work modeling platform developed by Huawei.

2. Packet Tracer is a medium-precision
simulation-based learning environment with
the ability to work in a network, designed for
beginners in the field of network technology,
allowing you to design, configure and trouble-
shoot computer networks at the CCNA com-

ETFA plexity level.

3. VisSim (since 2014 Altair Embed) is a
program with a visual flowchart for modeling
dynamic systems and modeling embedded
systems with its own visual language [14].

4. MATLAB is a special language that has an
interactive environment for calculating num-
bers, visualizing created mathematical models
and building their functional dependence and
programming at a high level.

5. Simulink is an environment that al-
lows you to work with flowcharts designed for
multi-domain modeling and model-oriented
design or programming.
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Figure 5 — Final output signal on a computer model

Conclusion

In conclusion, it can be summarized that
the research conducted in the field of distribut-
ed wireless systems and their computer mod-
eling has acquired significant importance in
modern science and technology. The develop-
ment and analysis of mathematical models has
become a key element in determining the op-
timal parameters of a wireless channel, taking
into account high data transfer rates and mini-
mal packet loss. The choice of a software envi-
ronment for computer modeling is an import-
ant stage of the research process. As part of
this work, MATLAB and Simulink were selected
as key tools for the development and testing of
created mathematical models. Their use pro-
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