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Abstract. Today, the Internet is an effective channel for social interaction worldwide, but it also opens up great op-
portunities for cyberattacks. Recently, the number of botnets and phishing cyberattacks has increased dramatically.
Phishing is a cyber attack carried out using a fake website designed to steal sensitive information. Detecting such at-
tacks using machine learning algorithms and neural systems is an efficient and fast method. This paper discusses the
types of Internet threats and neural network algorithms used to counter phishing attacks. The main goal of this paper
is to build neural network models capable of effectively detecting phishing attacks. The methods of research are data
analysis, data preprocesses and neural networks. In the first step, the Kaggle dataset containing data from 5000 legit-
imate and 5000 malicious web pages was gathered. The features of the dataset were analyzed and normalized. Then
the Deep neural network, Convolutional neural network and Long short-term memory network were applied for threat
classification. The Deep neural network and Long short-term memory network showed the best results of accuracy up
to 0.96 and 0.99, while the Convolutional neural network reached only 0.75. Generally, the Deep neural network and

Long short-term memory achieved the best results among the neural network methods.

Keywords: cybersecurity, neural network, machine learning, phishing, botnet, internet threats, dataset.

Introduction. All government agencies and or-
ganizations manage various databases and own cit-
izens’ personal data, so the database, technical infra-
structure, and services must always have a high level
of information security to protect against internal
threats and cyber attacks. In 2017, N. Nazarbayev,
the head of the Republic of Kazakhstan, declared
the statement «Third Modernization of Kazakhstan:
Global Competitiveness», where the responsible au-
thorities were instructed to take the necessary mea-
sures to create the «Kazakhstan Cyber Shield» system
with an emphasis on information security, combating
cyber attacks, and protecting against various threats.
Cyber Shield ensures the security of electronic in-
formation resources from various cyber-attacks. The
main goal of the cyber shield system of Kazakhstan
is to increase the level of information security of the
country, protect information resources, databases,
information and communication infrastructure, and
personal data of citizens from external and internal
threats, counter potential cyber attacks, and develop
the security of the national information space [1].

Materials and methods. In recent years, during
the global COVID-19 pandemic, in order to protect
against the epidemic, all life processes have moved
to the online Internet system, and web servers have
developed dramatically. Still, at this moment, cy-

ber-attacks and various threats have spread like an
epidemic and are developing day by day. In such a
situation, in order to ensure information security, it is
essential to get in touch with foreign terrorist organi-
zations and protect the detective forces [2].

Recently, botnets have been the most common
form of a cyber attack against users. A botnet is a
network of virus programs that allow attackers to
remotely control other computers without the own-
er’s permission, which means criminals can remotely
attack computers and servers and spread spam and
viruses [3]. This zombie network is a good way to get
rich quickly by doing massive crime missions. The
computer owner does not realize this until his email
is stolen, blocked or the money disappears from the
account.

Another common online scam is phishing. The
main purpose of phishing is to steal an Internet user’s
personal information (passwords, bank accounts and
other confidential information). Popular phishing at-
tack schemes are considered further. First, these are
phishing sites. This attack method steals the user’s
personal data and offers to download or purchase
malicious software [4]. Phishing sites are specially
created fakes of government agencies, companies,
and other popular social networks using URLs or

subdomains with deliberate errors (ollx.kz, gmall.
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com, gooogle.com, etc.) while maintaining the orig-
inality of the site design. The next type of phishing
attack scheme is spear phishing. It is carried out by
sending fake emails to users on behalf of government
agencies, banks, and other organizations. The main
purpose is access to the personal data of users or em-
ployees of the organization. The third type of phish-
ing attack is whaling. Here the victim is an employee
of the organization. That is, the attacker sends a fake
email to employees on behalf of the head of the or-
ganization to encourage them to share sensitive data
or make a payment. Another type of phishing attack
is vishing. This type of threat is not limited to email;
it is carried out by calling customers of second-tier
banks. Voice phishing has been rampant in the coun-
try since 2020. The attacker calls the victim’s mobile
phone number to the technical support service of the
second-tier bank and convinces them to provide the
code of the sent SMS message [5].

In order to enhance the security of information
and databases, various protection tools are used to
protect and prevent attacks by intruders and vari-
ous threats. These include cryptography, anti-virus
programs, anti-phishing systems, and other meth-
ods. Neural networks (NN) [6] and machine learning
(ML) algorithms effectively detect threats [7]. A neu-
ral network is a complex function that is applied to
input data, and the output of this function is a num-
ber, vector, or matrix, depending on the task. This ar-
ticle focuses on the detection of phishing URLs using
neural network methods.

Methodological and experimental department.
We conducted an experimental study on the detec-
tion of phishing attacks using NN. The proposed
work considers the classification of Internet phishing
attacks. The development of NN for detecting Inter-
net threats is effective in solving the problem of de-
tecting phishing attacks. In Figure 1, we can see that
the database identified 5,000 harmless (green) and
5,000 very harmful (red) symptoms (Figure 1).

Features of the dataset. We used the Kaggle data-
set for this research paper. This database contained 48
features, with 5,000 legitimate web pages and 5,000
malicious phishing web pages uploaded between
2015 and 2017. The browser automation framework
was used for efficient feature extraction.

Classification by classes was carried out using
Deep neural networks (DNN), Convolutional neu-
ral networks (CNN), and recurrent neural networks
(RNN). The results were evaluated using the accura-
cy, precision, recall, and F1-score measures.

Neural network algorithms. Traditional machine
learning algorithms allow you to achieve good data
classification results. Nevertheless, in the last de-
cade, the Deep neural network approach has become
dominant in the field of artificial intelligence, show-
ing high accuracy in tasks such as speech and image
recognition, text classifications, and natural language
processing. Several types of NN are often used: DNN,
CNN, and RNN.

Deep neural networks are a model of NN with
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Figure 1 — Legitimate and Malicious Classes

two or more hidden layers. The neural network con-
sists of an input layer containing input data, hidden
layers including nodes called neurons, and an output
layer containing one or more neurons. In this case,
X =1, Ty, ..., Ty is the input vector; wy, wy, ..., w; is the
connection weights vector of each level; by, b,, ..., b; is
the displacement vector. Levels [, to /,; form hidden
layers, and the [, level is represented by the corre-
sponding 1, ¥», ..., Y» Output vector.

Convolutional neural networks are one of the
popular and often used types of NN, which have
gained great popularity due to their use in classifica-
tion and image recognition tasks. They have become
more popular due to their use in image classification,
where the filter moves through the image. CNN are
also common in speech recognition, natural language
processing, and SA.

A recurrent neural network is a type of neural
network that sequentially processes data and gener-
ates current conclusions based on previous calcula-
tions. In a given neural network, the latent state h; is
determined using input data z; at the current time ¢
and represents previous latent states k; ;. The expres-
sion h, can then be evaluated as (1):

ho=@ (W ' h-+W'm), (1)

where W' and W' are the weights of the previous
hidden state %, , and the current input z,. The output
v, is given by the following equation (2):

=9 (W'h,). )

The latent state &, is represented as memory in
the network, and the result y, depends only on the
memory h; at a time ¢ and the matrix of weights W.
One of the most popular models of RNN is the Long
short-term memory (LSTM) architecture. The LSTM
structure includes four main components: an input
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element, an output element, a forgetting element, and Evaluation metrics of CNN: Accuracy - 0.75; Pre-
a memory cell. cision — 0.72; Recall — 0.83; F1-score — 0.77.
The graphs below show the values of the graphs LSTM classification results are shown in Figures
for correct classification and loss in test samples. | 6-7 and Table 3.
DNN classification results are shown in Figures 2-3 Evaluation metrics of LSTM: Accuracy — 0.97;
and Table 1. Precision — 0.96; Recall — 0.99; F1-score — 0.97.
Evaluation metrics of DNN: Accuracy - 0.99; Pre-
cision — 0.99; Recall — 0.99; F1-score — 0.99. Conclusion. With the help of neural networks,
CNN classification results are shown in Figures | we achieve high results in rapidly detecting cyber
4-5 and Table 2. attacks. Using the example of detecting phishing at-
DNN accuracy DNN loss
1.00
—— train 0.354 — train
— test —t— test
0981 / 0.30
0-96 1 0.25 1
g 0941 \ 0.20
® 0,92 - 0.15
0.90 0.10
0.88 - 0.05
; : ; . . 0.00 1 . . .
0 2 4 6 8 0 2 4 6 8
epoch epoch

Figure 2 — DNN accuracy and loss
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Table 1 - Classification report

Classifier Precision Recall Fl-score Support
legitimate 0.99 0.99 0.99 1463
malicious 0.99 0.99 0.99 1537
accuracy 0.99 3000
macro avg 0.99 0.99 0.99 3000
weighted avg 0.99 0.99 0.99 3000
CNN accuracy CNN loss
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Figure 4 — CNN accuracy and loss
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Table 2 - Classification report

Classifier Precision Recall Fl-score Support
legitimate 0.79 0.67 0.72 1463
malicious 0.72 0.83 0.77 1537
accuracy 0.75 3000
macro avg 0.76 0.75 0.75 3000
weighted avg 0.76 0.75 0.75 3000
LSTM accuracy LSTM loss
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Figure 6 — LSTM accuracy and loss
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Table 3 - Classification report

Classifier Precision Recall Fl-score Support
legitimate 0.99 0.95 0.97 1463
malicious 0.96 0.99 0.97 1537
accuracy 0.97 3000
macro avg 0.97 0.97 0.97 3000
weighted avg 0.97 0.97 0.97 3000

tacks using neural networks, according to the exper- | To summarize the study, we confirm that Deep neu-
iment, the Deep Neural Network showed 0.99, and | ral networks and Long short-term memory neural
Long-term memory showed 0.97, reaching a high re- | networks are effective in detecting phishing attacks
sult. The Convolutional neural networks showed 75. | by intruders on sensitive user data.
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HelipoHObIK xceninep apKbiabl puwiuH2mMiK Kayinmepoi aHbikmay
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l«an-®apabu ameiHOarel Kazak ynmmeolK yHusepcumemi» KeAK, KazakcmaH, Anmamel, In-®apabu daHrbinsi, 71,
2[Tepdbto yHusepcumemi, AKLL, MHOuaHa, Yacm-/lagpeliemm, 610 Mepdsto Mo,

*aemop-koppecrnoHOeHm.

AHOamna. byziHei maHOa UHmMepHem 6ykin anem 6olibiIHWa aneymemmik e3apa apekemmecy ywiH muimoi apHa 6o-
6N Maboinadel, 6ipak on Kubepwabyblndap ywiH yakeH MymkiHOiKmep awadsl. CoHFbl yakeimma 6omHemmepOoiH,
HaHe puwuHemik KubepwabybindapobiH caHbl Kypm ecmi. PuwuHe — 6ya Kynus aKnapammel ypaayra apHAAFaH
HanfaH seb-calimmel nalidanaHy apKbisbl ¥y3ez2e acbipblaamesiH Kubepuwabysin. MyHOal wabybindaposl MAWUHAbIK
OKbimy anzopummoepi MeH HelipoHObIK xcylienep apKbiabl AHbIKMaAy muimoi #aHe #bladam a0ic 60sabin mabelaadsl.
Bbyn makanada uwuHzmMik wabyslndapra Kapcsl mypy YWiH Koa0aHblAambelH UHMepHem-Kayinmepoiy, mypnaepi meH
HelipoHObIK Mcesni anzopummoepi Kapacmslpblaadsl. bya MakaaaHbiH Hezi32i MaKcamel — puwiuHemik wabyelndaposl
muimoOi aHbIKkmayra Kabinemmi HelipoHObIK yceni modenboepiH Kypy. 3epmmey adicmepiHe Oepekmepdi manday, Oe-
pekmepOdi an0biH ana eHoey #aHe HelipoHObIK xceninep #»amaodsl. bipiHwi Kadam 5000 3aHObI #aHe 5000 3usHObI
seb-b6emmepdeH depekmepdi KammumsiH Kaggle depekmep cuHarbiH #uHay 60n06l. Manimemmep MHUHGFbIHbIH
cunammamanapsl mandaHObl HaHe KanabinkKa Keamipindi. CodaH keliiH Kayinmepodi xcikmey ywiH mepeH HelipoOHObIK
Hesni, KOHBOMOUUOHObI HelipOHObIK X esni HaHe y3aK Mmep3iMOoi, KbICKa Mep3imMOi #adbi yesnici KoadaHbinodol. TepeH Heli-
POHOWbIK Xesni HaHe Y3aK KbiCKa mep3imoi #ad xcenici 0,96 waHe 0,99 OeliiHei eH #aKcel 03a10iK ynalinapeliH Kepcem-
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mi, asn KOHBOYUOHObI HelipoHObIK Xeni mek 0,75-ke xeemmi. ananel anraHoa, mepeH HelipOHObIK Mcesi HaHe Y3aK
Mep3iMOi KbICKa mep3iMOi #adbl HelipOHObIK ycesni a0icmepiHiH iWiHOe eH HaKCbl Homuxcesnepae KOs Hemkizoi.

Kinm ce30ep: kubepkayincizdik, HelipoHObIK Xcesi, MaWUHAbIK OKbIMy, huwuHe, bBomHem, uHmepHem Kayinmepi, de-
peKkmep HUHarbl.
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AHHOMayus. Ce200HA UHMepHem sasnaemcsa aghgheKmusHbIM KAHAAO0M COUUAnbHO20 83aumodelicmaus 80 scem Mupe,
HO OH MaKx}e omkpsisaem 6osbUIUe 803MOXCHOCMU 0718 Kubepamak. B nocnedHee spems pe3Ko 803p0OC/10 KOAUYECmMseo
bomHemos u uwuH208bIX Kubepamak. PuwuHe —3mo Kubepamaka, ocyu,ecmaenaemMas ¢ UCrnosns308aHUemM noodoesb-
Hoz2o seb-calima, npedHA3HaYeHHO020 015 KPaMu KoHgpudeHyuansHol uHgpopmayuu. ObHapyr#eHuUe makux amak ¢ ro-
MOWbIO 020PpUMMO8 MAWUHHO20 0byYeHUs U HelipoHHbIX cucmem — aghghekmusHbil u bbicmpeoili memod. B daHHoU
cmamee paccmampuearomcs murnel UHMepHem-y2po3 U an20pummsi HElPOHHbIX cemel, ucronb3yemslie 044 npomu-
godelicmsus ¢uwuH208bIM amakam. OCHOBHAA Uesb amoli cmamesu — mnocmpoume modesnu HelipoHHbIx cemel, crio-
Cob6Hble aghchekmusHO 0bHapy#usame uuwiuHeossle amaku. Memodamu uccaiedo08aHUSA ABAAIOMCA AHAMAU3 OAHHBbIX,
npedsapumersnsHas 06pabomka 0aHHbIX U HelipoHHble cemu. Ha nepesom smane 6bin cobpaH Habop OaHHbIX Kaggle,
cooepxcauuli daHHbIe ¢ 5000 3aKkoHHbIX U 5000 8pedoHOCHbIX 8eb-cmpaHuy. Xapakmepucmuku Habopa 0aHHbIX bblau
MPOAHANU3UPOBAHbLI U HOPMAAU308AHbI. 3amem 017 KAaccuguKkayuu yepo3 bblau npumeHeHs! 2ay6oKasa HelipoHHAA
cems, ceepmMoYHas HelipoOHHAA cemb U cemb € 0os1208pemeHHOl KpamKospemeHHoU namameto. [nybokaa HelipoHHAA
cemso u cemo ¢ 00a1208peMeEHHOU KPAMKOBpPeMEHHOU NAaMAMBbIO MOKA3aAU Ayquwue pe3ysnemamel moyHocmu 0o 0,96 u
0,99, moada Kak ceepmoyHasa HelipoHHaA cemb docmuena mossko 0,75. B yesnom, enybokas HelipoHHaa cemeo U 00s120-
8peMeHHas KpamKospemeHHaa NaMmame 0ocmueaau Hauay4ywux pesyanemamos cpedu Helipocemegsix Memoodos.

Kntouesvle cnoea: kubepbe3onacHocms, HelipoOHHAA cemb, MAawWUuHHOe 0byyeHue, puwuHe, 6GomHem, UHMepHem-y2po-
3bl, HA60P OAHHbIX.
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