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Abstract. The proposed article is devoted to the analysis of quantum key distribution protocols based on the Heisenberg
uncertainty. The peculiarity of this topic lies in the fact that modern methods of key distribution, which use classical
calculations at their core, have significant drawbacks, in contrast to quantum key distribution. This problem concerns
all types of algorithms and systems for encrypting secret information, both symmetric encryption with a private key
and asymmetric encryption with a public key. An example is that in a communication channel protected by quantum
key distributions, it is possible to detect an interceptor between two legal network entities using the principles laid
down in quantum physics at the beginning of the last century. Principles and theorems such as the Heisenberg principle,
quantum entanglement, superposition, quantum teleportation, and the no-cloning theorem. The field of study of this
topic is a promising and rapidly developing area in the field of information security and information protection. There
are already created commercial products with the implementation of some of the quantum key distribution protocols.
Many of the created products are used in various spheres of human activity. The relevance of applying quantum
key distribution protocols under ideal conditions without taking into account errors in the form of quantum noise
is analyzed. The implementation of two quantum key distribution protocols based on the Heisenberg uncertainty
principle is demonstrated, as well as the results of the appearance of keys and the probability of occurrence of each
of them. The purpose of the article is aimed at analyzing and researching quantum key distribution protocols based
on Heisenberg uncertainty. The article discusses the advantages and disadvantages of the BB84, B92 quantum key
distribution protocols.
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Introduction

The fundamental errand of cryptography is
to cover up information, as a rule by altering it
numerically. Over time, cryptography started to
illuminate other issues that are near to encryption
in terms of arrangement strategies, for illustration,
such as the issues of producing and distributing
keys, the issue of confirming parties. At the same
time, the facilitated activities of clients, the result of
which is the arrangement of such issues, are called
cryptographic protocols [1].

At the starting of the twentieth century a near
association was found between information theory
and material science. Victory in tackling numerous
issues that at to begin with look are related as it were
to the theory of information and, in like manner,
its security, can be accomplished by applying
the material science of quantum particles. That's,
with the utilize of photons and their polarization,
electrons and the direction of their spin. Application
has found itself in different regions of information

theory and computer science. A striking case is the
Grover algorithm, the Bernstein-Vazirani algorithm,
and the Deutscha-Jozsa algorithm. Two fundamental
questions emerged some time recently researchers
[2]: how extraordinary are the conceivable outcomes
of quantum algorithms? Is it conceivable to make
gadgets that actualize these calculations?

Within the 60s of the twentieth century, when
information technologies and computer innovation
started to create at a fast pace, a unused science was
born — quantum information theory. Quantum theory
may be a numerical show of the advanced thought
of the physical properties of the encompassing world
and the physical frameworks of which it consists [3].

Judging by the comes about of inquire about
carried out within the field of quantum information
theory and the investigation of quantum systems
that are as of now being built in hone, quantum in-
formation theory has brilliant prospects in cryptog-
raphy, covering a really wide extend of issues in this
region. One such issue is quantum key distribution.
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Quantum cryptography, a way of applying the
laws of quantum physics to nullify all the efforts of
an eavesdropping agent, has grown over the past
decade from the level of a fundamental idea into a
whole multidisciplinary scientific direction [4-6]. In
the modern world, the spectrum of quantum cryp-
tography is very wide. It includes such areas as:
quantum key distribution, quantum secure direct
communication protocols, quantum digital signature.
Among the aforementioned areas, the main focus
is quantum key distribution, which already has
applications in the industry. Therefore, a thorough
analysis of the quantum key distribution protocols is
one of the priority tasks.

Quantum key distribution is a method by
which a secret key can be distributed between two
subscribers (Alice and Bob) if they have access to
a quantum communication channel, i.e. a channel
for transmitting individual quantum particles, for
example, photons, and an open conventional channel
with the ability to authenticate the sender of a
message [6]. The qubits that have been transmitted
via quantum communication are exploited in order
to form a secret key. The generated key is used by
encryption algorithms to create a secret message in
the implementation of receiving and transmitting
secret information between subscribers. Secret key
generation using quantum key distribution protocols
can be used in both symmetric and asymmetric
encryption systems.

The main advantage of quantum key distribution
over conventional classical schemesis the fundamental
possibility of detecting an eavesdropping agent,
which, due to the laws of quantum physics, is forced
to disturb the states of transmitted quantum particles
during eavesdropping [5, 6].

In this case, the party standing between two legal
communication subscribers makes changes to the sent
stream of qubits and a certain percentage of errors are
made when measuring the state of the qubit. In the
case of a high percentage of errors when sending the
sequence, this will serve as a notification for two legal
entities to stop the key generation process and start
generating a new key.

It should be taken into account that inaccuracies
in poisoning qubits can appear not only due to the
presence of an eavesdropper in the quantum network,
but also due to physical interference and attenuation
in quantum communication. With quantum key
distribution, due to the inability to distinguish
physical interference from the presence of the fact
of listening by a third party, all inaccuracies fall into
the rank of inaccuracies created by the eavesdropper.
Currently, in experiments on the transmission of
qubits via fiber optic channels, as well as over the air,
the level of natural interference is achieved no more
than a few percent [7].

The current quantum key distribution protocols
use quantum bits, or as they can be called qubits in
another way. These systems can be divided into two

EPXA classes. The first is protocols that provide the secrecy

of key distribution and are based on the Heisenberg
uncertainty principle. The second class is protocols
based on the principle of quantum entanglement.

Nowadays, it is still a difficult task to confirm
the security of the entire scheme of the quantum
key distribution protocol, since it has not yet been
solved for a single protocol. But it can be noted that
in the literature there are analyzes of some aspects
of resistance to attacks of certain protocols. In this
paper, not only one specific protocol is considered,
but a subclass of protocols operating on the same
principle.

Method & Materials

BB84 Protocol Principle

This protocol works as follows: at each step, the
transmitting side sends one of the states from the non-
orthogonal set, and the receiving side measures that,
after additional exchange of classical information
between the parties, they should have bit strings that
completely match in the case of an ideal channel and
no interceptor. Errors in these lines can indicate both
the imperfection of the channel and the actions of the
eavesdropper. If the error exceeds a certain limit, the
operation of the protocol is interrupted, otherwise
legitimate users can extract the fully secret key from
their bit strings.

The BB84 protocol uses two bases:

+:V)=10), | P)=|1),

x:|a>=%<|o>+|1>>,|b>=%<|o>—|1>>.

At the state preparation stage, Alice randomly
chooses one of the specified bases, and then randomly
chooses a bit value: 0 or 1, and in accordance with this
choice sends one of four signals (Table).

On each of these signals, Alice remembers her
choice of basis and choice of bit, resulting in two
random bit strings on her side.

Bob, receiving each of the signals sent by Alice,
randomly performs one of two measurements on
him, each of which is able to give a reliable result due
to the orthogonality of the states within each Alice's
basis.

As a result, he has two lines: with which of the
bases were chosen for the measurement, and with the
outcomes of these measurements.

So, after transferring all the states and taking

Alice’s sending signals according to basis and bit

value

Signal Basis Bit value
v + 0
P TP
a X 0
b X 1




measurements, Alice and Bob have two rows each.
Here the bases are matched: through an open
channel, Alice and Bob announce to each other
their lines with the choice of bases, and they throw
out messages in which their bases do not match.
It should be noted that if the basis used to send
the state by Alice coincided with the basis of Bob's
measurement, then in the absence of interference in
the communication channel, the results in their bit
strings at the corresponding position will match,
therefore, after the stage of matching the bases in the
case of an ideal channel and no Interceptor actions
Alice and Bob must have the same bit strings.

However, if there were errors in the channel or
an interceptor attempted to eavesdrop, Alice's and
Bob's bitstrings might not match, so they would need
to consistently reveal about half of their bitstrings
to verify. According to the central limit theorem,
the error in the disclosed bit sequence gives a fairly
accurate estimate of the error in the entire sequence,
and it can be used to accurately estimate the error
probability in the remaining positions. If the error
value is greater than a certain value, the data transfer
stops: this means that the interceptor has too much
information about the key.

Realization of BB84

This area portrays the execution of the BB84
quantum key distribution protocol on the IBM
Quantum Experience stage. In this try, we are going
utilize the 8-qubit adaptation of this protocol.

At the starting, the sender will produce
two sequences of zeros and ones. The primary
arrangement is for encoding bases and the moment
arrangement is utilized for encoding states. Then,
having produced two arrangements, the sender
employments quantum gates to encode the data. In
the event that the sender decides to encode 1 into a
qubit, at that point he will got to utilize an X gate on
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that qubit. When deciding to encode 0, no gates are
required to apply watts to this qubit, since qubits in a
qiskit are within the state by default. After performing
these operations, the sender sends qubits to the
beneficiary. The recipient continues to the activity of
perusing the sender's qubits with regard to its created
bit arrangement. When measuring qubits within the
Hadamard basis, the recipient applies the suitable
Hadamard gate to perform the perusing. Realization
of quantum key distribution protocol BB84 with eight
qubits are presented in the Figure 1 [8].

B92 Protocol Principle

This protocol uses the idea of a non-orthogonal
pair of states. It should be noted that in the BB84
protocol, in the absence of interceptor actions and
interference in the channel, the error on the receiving
side is 25%. This is caused by the use of a «hard»
configuration of two pairs of basis vectors. The
purpose of the B92 protocol is to be able to flexibly
change this parameter depending on additional
conditions — such as the length of the channel or
its quality. This can in some cases help to achieve a
higher data transfer rate.

At each step of the B92 protocol, Alice sends Bob
one of two non-orthogonal states |¢,) and |¢;), where
(@ol@1) =cos(n) is the main parameter of the protocol.
Bob on his side performs the «measurement» already
described above with three outcomes (1):

_ ‘¢J1_>|¢J1_> _ ]_|¢1><(/71|
1+ cos(n) 1+ cos(n)’
:‘¢J0_>‘¢é> I—|@oX@ol

M, 1+cos(n) - 1+cos(n)’M7:I_MO_M'

0

)

Recall that when such a measurement is applied
to the indicated states, the first two outcomes will,
in the absence of errors, give exact results, while the

Figure 1 — Realization of quantum key distribution protocol BB84 with eight qubits
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inconsistent outcome does not provide useful infor-
mation about the transmitted state. Messages with
such outcomes are discarded.

After the transmission of all messages, Alice
and Bob, just as it happened in the BB84 protocol,
unanimously reveal part of their bit sequences and
estimate the number of errors. If they turned out to
be more than a certain threshold value, the protocol
executionisinterrupted, otherwise the fully secret key
is extracted from the rest of the bit strings. The most
important property of the B92 protocol is the presence
of a parameter — the angle n between the signal states.
The closer this angle is to n/2, the closer the protocol
is to simply sending signals using non-orthogonal
states. In this case, the data transfer rate increases,
but their resistance to interception decreases. When
using small values of n, the probability of obtaining
inconsistent outcomes is high, which reduces the
data transfer rate, but significantly complicates the
situation for the hooker [9-10].

Realization of B92

This segment portrays the execution of the
B92 quantum key distribution protocol on the IBM
Quantum Experience platform. In this explore, we are
going utilize the 8-qubit adaptation of this protocol.

The implementation of the B92 (Figure 2) protocol
could be a more disentangled form of the usage of
the BB84 protocol, in guideline, as is the association
between these protocols. At the starting, the sender
and collector haphazardly create an arrangement
of bits to send and examined, individually. The
execution of the protocol is carried out utilizing the
Hadamard gate. The protocol is outlined so that in
case the sender encodes at that point the beneficiary
will study it in a computational basis and get the
same when measured. In case the beneficiary
considers the given qubitin |+), |-) bases, at that point

the result will be smaller |-). It is additionally worth
considering if the sender will utilize [+). In case,
when sending a given qubit, the recipient will degree
it within the same premise, at that point the result of
the estimation will be 1.

Results

The paper analyzes the quantum key distribution
protocols working on the Heisenberg uncertainty
rule. The standards of operation of two protocols
B92 and BB84 are portrayed. The realization of
quantum key distribution protocols BB84 and B92
was moreover performed on the IBM Quantum
Experience platform. Able to see the comes about of
the realization of these protocols within the taking
after histograms.

Figure 3 appears us the disseminated likelihood
between keys that a sender and recipient can create
inside a arrange utilizing the BB84 quantum key
distribution protocol.

Figure 4 appears us the disseminated likelihood
between the keys that a sender and collector can
produce inside a arrange utilizing the B92 quantum
key distribution protocol.

It ought to be famous that the number of keys
created within the B92 protocol varies from the created
keys in BB84. Which shows the fruitful adjustment of
the BB84 protocol to B92. Since with a large number of
keys it'll be troublesome for an interceptor to choose
up a key, and due to such an expansive changeability
within the state of qubits amid key arrangement, it'll
be troublesome to spy and captured the values of a
qubit without ruining its state.

Conclusion

In conclusion, we are able say that cryptography
has been experiencing a period of alter over the past
30 a long time. In the event that prior cryptography
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Figure 2 — Realization of quantum key distribution protocol B92 with eight qubits
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Figure 3 — Realization result of BB84
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Figure 4 — Realization result of B92

depended on the soundness of the laws of arithmetic,
at that point with the appearance of a modern sort of
calculation, such as quantum computing, everything
started to alter significantly. Presently the standards,
hypotheses and laws laid down by the founders
of quantum mechanics are utilized to essentially
actualize the most columns of cryptography, such
as privacy, astuteness, accessibility. This work was
committed to the use of one of these standards in
cryptography. The Heisenberg Uncertainty Rule
could be a habitually utilized rule in quantum key
dissemination that's still in utilize nowadays. The
foremost well-known protocols working on this

guideline are BB84 and B92, which were sanctified
in this work. In this work, the usage and depiction
of these protocols was illustrated, where the comes
about appeared us the probabilities of creating a
certain key in both protocols. These implementations
appear in detail and clearly the utilize of the
Heisenberg uncertainty rule by both quantum key
distribution protocols, utilizing the Hadamard gate,
which drives the qubits into a superposition, in this
manner guaranteeing an alter within the polarization
of the qubit amid its reading. The usage specified
within the work could be a great illustration for

studying the forms of these protocols. Besides, these
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usages don't utilize a expansive number of qubits and
operations on them to get a range of produced key
comes about, which diminishes the working time and
the number of operations performed by a quantum
computer.

The foremost prevalent protocols working on
this rule are BB84 and B92, which were sanctified in

this work. In this work, the execution and portrayal
of these protocols was illustrated, where the comes
about appeared us the probabilities of producing a
certain key in both protocols. It ought to be famous
that the B92 protocol may be an alteration of the
BB84 protocol. The victory of the alteration can be
considered a broader department of key era.
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leiizeHbepez 6enzinikmiziHe Heziz0enzeH Kinmmi 66ay KEBAHMMbIK Xammamanapbol
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*aemop-KoppecrnoHOeHm.

AHOamna. YcoiHbinFaH Makasa lelizeHbepemiH 6eneicizieiHe HezizdeneeH KBAHMMBbIK Kiimmi mapamy xammamana-
PbIH ManodayFa apHaAnfaH. byn makbipbinmolH epexkwerniei — KAACCUKAnbIK ecenimeynepae HezizoenzeH Kinmmepodi ma-
pamyobiH Kaszipei adicmepiHiH KeaHMMbIK Kinmmi 6enydeH alibipmawbinsiFel alimapasikmal Kemwinikmepi 6ap. byn
macesne Kynus aknapammel Wugpaayra apHanFaH anzopummoep meH xcylienepdiH 6apaeik mypaepiHe Kameicmeol, AFHU
CUMMeMPUASbIK HeKe Kinm wugpaayel #aHe acUMMempUAsIK awbliK Kinm wugpaaysl. Meican pemiHde KBAHMMBbIK
Kinmmi mapamy apKbiasl KOpFanraH 6aliAaHbiC ApHACbIHOA @MmKeH FacbipObiH 6acbiHOO K8AHMMbIK pu3ukada bes-
2ineHzeH Karuoanapobl nalioanaHa omelpsbir, eKi 3aH0bI #esi cybbeKkminepi apaceiHOGFrbI UHMepPYenmopobl AHbIKMay-
fa 60n1a0bl. lelizeHb6epe npuHyUni, KBAHMMobIK mydlicy, cyneprno3uyus, KBAHMMbIK MeAenopmMayus #aHe KAoHOayObiH,
HCOKMbIFbl Meopemacsl CUAKMbl NPUHYUNmMep MmeH meopemanap. byn makelpeinmelH 3epmmey canacs! aKnapammelx
Kayincizoik }aHe aKnapammeol KOpFay canaceiHOaFrbl nepcriekmusmi ¥aHe KapKbIHObI 0amMblr Kese HamyaH 6afeim 60-
7bin Mabblaadsl. Kommepyusansik eHimoep KazipdiH e3iHOe Kelibip KeAHMMBbIK Kinmmepoi mapamy xammamanapbiH
eHei3y apKbliabl ¥acanraH. MacanraH eHimOepdiH Kenwiniei a0am Kbi3MemiHiH apmypi cananapsiHOA KOa0AHbIAA0bI.
KeaHmmuoliK wy mypiHOeai KamesnepOi ecernke anmalt, udeandsl ¥ardalinapoa KBAHMMBbIK Kiammi mapamy xammama-
A1apbIH K0AOaHY e3ekminiei mandaHaosl. lelizeHbepemiH 6eneicizdik npuHyuniHe HezizdesnzeH eKi KBAHMMBbIK Kinmmi
mapamy XxammamdacbiHbIH 0PbIHOAYbI, COHbIMEH Kamap KinmmepoiH nalida 601y Homuxicenepi #aHe 01ap0blH dPKali-
CbICbIHbIH nalioa 60ay bIKmumanobiFel KepcemineeH. MakanaHsiH makcamei lelizeHbepemin 6enezicizdieiHe Hezizders-
2eH KBAHMMbIK Kinmmi mapamy xammamanapbeliH manoayra #aHe 3epmmeyee 6areimmasnraH. Makanada BB84, B92
K8AGHMMGbIK Kinmmepoi mapamy XxammamanapbiHbiH apmMblKWbIAbIKMApel MeH KeMwinikmepi manKelaaHAobI.

Kinm ce30ep: KeaHmMmoIK Kpunmoezpagus, KeaHMMeIK KinmmepoiH mapanyesl, [eliseHbepemin 6enzici3dik npuHyumni,
428 | cynepro3uyus, KBAHMMBbIK KAKMa, YOMOH, NoAapu3ayus, KBAHMMBbIK ecerimey, 6sWeY, KBAHMMBbIK cXxemd.
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Keanmoebie npomokosbl pacnpedeneHus Kar4veli, o0CHOBaHHbIe Ha HeonpedesneHHocmu lelizeHbepaa

1*BErMMBAEBA EHnauk EpukoeHa, PhD, accoyuuposaHHsili npogeccop, enlik_89@mail.ru,

2}M{AKCA/IbIKOB TemupnaH Mupambekosuy, cmapwuli npenodasamens, zhaxalykov8@gmail.com,

HAO «Kazaxckuli HayuoHanbHsIl uccnedosamesnsckuli mexHuyeckuli yHusepcumem umeHu K.M. Camnaesa»,
KaszaxcmaH, Anmamel, yn. Camnaesa, 22a,

2KazaxcmaHcKo-bpumaHckuli mexHudyeckuli yHusepcumem, KazaxcmaH, Aamamel, yn. Tone 6u, 59,

*aemop-KoppecrnoHOeHm.

AHHOmMayus. lpednazaemas cmameos MNOCBAWEHA AHAAU3Y MPOMOKOA08 pacnpedesneHus KBAHMOoB8bIX Karoyell, 0CHO-
BOHHbIX Ha HeonpedesneHHocmu [lelizeHbepea. OcobeHHOCMb OAHHOU MeMbl 3aKAHYAEemca 8 MOM, YMO CO8PEMEHHbIEe
mMemoObl pacripedeneHus Kar4eli, ucrnons3youjue 8 caoeli 0CHOBE KAACCUYeCKUe 8bI4UCAEeHUA, UMEM CyujecmeeHHble
Hedocmamku, 8 omau4ue om K8AHMoO8020 pacripedeneHus Karovel. Ima npobaema Kacaemcsa ecex muros an20pum-
MO8 U cucmem WugposaHus cekpemHol UHPOPMayuU, KaK CUMMEMPUYHO20 WUPPOBAHUSA C 3AKPbIMbIM KAOHYOM, MAK
U acuMMempu4Ho20 WUGpPOBAHUA C OMKPLIMbIM KAYOM. [TpUMEPOM MOMEM CAYyXUMb MO, YMO 8 KaHAse C8A3U,
30WUUWEeHHOM K8AHMOBbIMU pacnpedeneHUAMU Kaw4del, MOMHO 0OHApYyH UMb nepexsaamyuxk mexoy 08yMs se2asb-
HbIMU cemesbiMu cybbekmamu, Ucnonb3ysa NPUHYUMbI, 3010HEHHbIe 8 KBAHMOBOU hu3UKe 8 Ha4yase NPoulsio20 8eKa:
MPUHYUNbLI U meopemMbl, makue Kak npuHyun lelizeHbepaa, KBAHMOBAA 3aMyMAHHOCMb, Cyrneprno3uyus, K8aHMos8as
menenopmayua u meopema o 3anpeme KAoHUPo8aHuUA. Obaacme usyyeHus OaHHOU membi A8AAEMCA nepcrnekmus-
HbIM U 6YpHO pa3susarowuMca HanpasneHuem 8 obaacmu uHgopmayuoHHol be3onacHocmu U 3aujumel UHOpPMa-
yuu. Yxe co30aHsl KommMepyeckue npoO0yKmsl ¢ peanausayueli HEKOmMopblx MPOMOKO0/108 KBAHMOB020 pacnpedesneHus
Knroyeli. MHozue u3 co30aHHbIX MPOOYKMOo8 UCroAb3yIoOMCsa 8 Pa3/UYHbIX cihepax YesoseyecKoli OesmenbHocmu. AHa-
Au3upyemcs aKmyasnbHOCMs NpuMeHeHUA MPOMOKOaA08 K8BAHMOB020 pacripedeneHus Karovyell 8 UudeasnbHbIX YCa08uaX
6e3 yuema owuboK 8 sude KBAHMOB020 WyMd. [TpoOeMOHCMPUPOBAHA Peanu3ayua 08yx KBAHMOBbIX MPOMOKO0/08
pacrnipedeneHus Kawoyell HO OCHose nMpuHyuna HeonpedeneHHocmu leliseHbepaa, a Makxce pe3ysnbmamel NoABAEHUSA
Krroyeli U 8epoAMHOCMU NoABAEHUA KaX 0020 U3 HUX. Llele cmambu HaNpasaeHa Ha aHanu3 u uccaedosaHue npomo-
Kos108 pacripedeneHus K8AHMOBbIX Katovel, 0CHOBAHHbIX HO HeornpedesneHHocmu leliseHbepaa. B cmamee paccmampu-
s8aromcs npeumywecmasa U He0oCcmamku rNPoOMoKos08 pacnpedesneHus KBAHMO8bIX Katoyeli BB84, B92.

Kntouesble ca108a: KBAHMOBAA Kpunmozpagus, KeaHmosoe pacrnpedesneHue Karouell, MPUHYUN HeonpeoeneHHocmu
lelizeHbepaza, cyneprno3uyus, K8AHMOBbIU 8eHMUsb, (POMOH, MOAAPU3AYUA, K8BAHMOBbIEe 8blYUC/AEHUS, U3MepeHUeE,
K8aHMo8as cxemd.
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