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Abstract. The hash function used is known for implementing algorithmic solutions in programming. Hash functions
encrypt and optimize work with processed and stored data, as well as in various operating systems, ranking data to
ensure their integrity. The application of the hash function is quite extensive. The usage of the hash function allows
the possibility to solve almost all problems of protecting electronic information, from ensuring the authenticity of
subjects and objects of information interaction to introducing uncertainty into the operation of means and objects of
protection. The article deals with hash functions used in electronic digital signature (EDS) algorithms. Modern hashing
methods and the areas in which they are applicable are described. The hash function is used to secure data. These
functions can vary in bit depth, complexity, and cryptographic strength. Cryptographic hashing algorithms are given

parameters, structures, and methods, as well as their scope. The work is devoted to analyzing hash functions and
their application in the electronic digital signature. The article presents the results of calculating collisions of hashing
algorithms, allowing you to choose the most optimal option for its application in the algorithm under consideration.
The practical application of the hashing algorithm for the digital signature system, which can be used in systems and
networks to transmit and store information, is considered.
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Introduction

Hashing has various applications in computer
science and algorithmic solutions, specifically
for encrypting and optimizing data operations,
manipulating files in operating systems, and
personalizing data to ensure their integrity. The field
of application of the hashing mechanism significantly
varies: in the implementation of dictionary systems,
building indexes in databases, building name
tables in compilers, speeding up working with
files in operating systems, organizing lists of links
in browsers, organizing dictionaries in translation
programs from one language to another, designing
electronic signatures of electronic documents, imple-
mentation of basic operations in extensive data
analysis systems and decision-making systems.
Hashing successfully solves almost all tasks of
protecting computer information, from ensuring the
authenticity of subjects and objects of information
interaction to introducing uncertainty into the
operation of means and objects of protection. For

data, reconciliation hashing allows verification of
information for identity without original data.

The hash function for electronic digital
signatures

In the international standard ISO / IEC 14888-1-
2008 [1], the following definitions are given: electronic
digital signature (EDS): a bit string obtained as a
result of the signature generation process; the process
of forming a signature: a process, the initial data of
which are the message, the signature key and the pa-
rameters of the EDS scheme, and as a result a digital
signature is generated; hash code: a string of bits that
is the output of the hash function; hash function: a
function that maps strings of bits to strings of bits
of fixed length. The hash function should satisfy the
following properties: for a given value of the function,
it is difficult to calculate the initial data mapped to
this value; for the given initial data, it is challenging
to figure out other initial data mapped to the same

function value; it is difficult to calculate any pair of [EEEA
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initial data mapped to the same value. Signature
key and signature verification key definitions are
also given in the standard ISO / IEC 14888-1-2008. A
signature key is an element of personal data specific to
the subject and used only by this subject in generating
a digital signature. The signature verification key is a
data item mathematically associated with a signature
key and used by a relying party in verifying a digital
signature. The electronic digital signature system
consists of three parts. The first part is the algorithm
for generating a key pair for the signature and
its verification, the second part is the function of
forming a signature, and the last one is the signature
verification function. Generating the signature based
on the document and the user's secret key calculates
the signature itself.

Several schemes for constructing a digital
signature are based on symmetric encryption
algorithms and asymmetric encryption algorithms.
This scheme based on symmetric encryption
algorithms provides for the presence of a third
party in the system, an arbitrator whom both parties
trust. Document authorization is because of its
encryption with a secret key and its transfer to the
arbiter. Symmetrical circuits are less common than
asymmetric ones. Symmetric ciphers are based on
block ciphers. The strength of symmetric schemes
derives from the strength of the block ciphers used, the
reliability of which is well understood. If the strength
of the cipher turns out to be insufficient, it can be
easily replaced with a more secure one with minimal
changes in the implementation. Disadvantages of
symmetric schemes: It is necessary to sign separately
each bit of the transmitted information, which leads to
a significant increase in the signature. The signature
can be up to two orders of magnitude larger than the
message. The keys generated for signing can only be
used once since, after signing, half of the secret key

is revealed [2]. EDS schemes based on asymmetric
encryption algorithms are the most common and are
widely used [3-4]. This popularity is due to the main
advantage of asymmetric schemes over symmetric
ones —only one party knows the secret key, so there is
no need to send the sender's private key over a secure
channel.

Two types of algorithms are used to construct
digital signatures: the Cryptographic Hash Functions
Algorithms and Digital Signature Algorithms [5]. The
use of hash algorithms for EDS is considered. Figure
1 illustrates the general scheme of a digital signature.
Since the documents to be signed have a variable volu-
me, in EDS schemes, the signature is often placed not
on the document itself but on the hash. Cryptographic
hash functions are used to calculate the hash, which
ensures that document changes are detected when
the signature is verified. Hash functions are not part
of the EDS algorithm, so any reliable hash function
can be used in the scheme [6].

There is a huge list of Hash-Algorithms available
with us to provide dedicated services (i.e., security)
depending on how complex it is to break. A few
renowned names are MD5, Blake, CRUSH, Grostl,
HAIFA, JH, Lake, SHA, Skein, Whirlpool etc., Keyed/
Un-keyed constructions having their own justifiable
capabilities [7]. The best-known hashing algorithms
are Message Digest 4 (MD4), Message Digest 5
(MD5), and Secure Hash Algorithm (SHA) [8]. Hash
functions MD4 and MD5 generate fixed-length
hash values of 128 bits. The American SHA hashing
standard produces hash values that are 160 bits long.
Compares cryptographic hashing algorithms are
given in table.

The term Cryptographic-Hash-Function [9]
has been used in Computer Science and IT, which
refers to a function that compresses a message m
of arbitrary length to a message of fixed length &,
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Figure 1 — General scheme of a digital signature
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Comparison of cryptographic hash algorithms

Word | Block Internal Number
Hash state . . Structure, ..
. length | length Hash size (bit) of Application area
functions . . length method
(bits) | (bits) h rounds
(bits)
MD4 32 512 128 128 3 Merkle-Damgard | Used in the MS-CHAP authenti-
4x32 48 step structure. cation protocols developed by
Microsoft to perform authen-
tication procedures for remote
Windows workstations. It is the
predecessor of MD5.
N-Hash 32 512 128 12/15 FEAL Block Designed to solve the problem
4x128 Encryption of information substitution on
the way between two telephone
users and speed up data
retrieval.
SHA-1 32 512 160 160 80 | Merkle-Damgard| Used in many cryptographic
5x32 structure applications and protocols. Also
recommended as a primary for
government agencies in the US.
MD5 32 512 128 128 4 Merkle-Damgard Designed to create
4x32 64 step structure «fingerprints» or message
digests of arbitrary length and
then verify their authenticity.
It was widely used to check the
integrity of information and
store password hashes.
PANAMA 32 |Stream| 544 Random - It is based on It was supposed to be used in
based | 17x32 a finite state encrypting or decrypting video
machine, to access some applications,
consisting of two| in particular, «pay-TV». The
large blocks: 544 | developers' logic was that set-
state bits and an | top boxes and digital TVs would
8192-bit buffer | use high-speed processors, and
that works like | Panama would not load these
a feedback shift | processors too much during
register. decryption.
SHA-512, 64 | 1024 512 |512/384/256/224) 80  Merkle-Damgard| US law allows for use in certain
SHA-384, 8x64 structure. government applications, inclu-
SHA-512/256, ding use in other cryptographic
SHA-512/224 algorithms and protocols, to
protect unclassified information.
SHA-3 64 | 1600 224/256/384/512 24 Built on the Was designed to be very
(Keccak) principle of a efficient in hardware but
cryptographic relatively slow in software.
sponge (Sponge)
STREEBOG | 512 @ 512 512 256/512 12 They are used in cryptographic
methods of information
processing and protection, in-
cluding for the implementation
of procedures for ensuring the
integrity, authenticity, electronic
digital signature (EDS) during
the transmission, processing
and storage of information in
automated systems.
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where h is message Digest. However, if it satisfies
some additional requirements, it can be used for
cryptographic applications and then known as
Cryptographic Hash functions. h=H(m). Where H:
{0,1}* > {0,1}", where * is arbitrary length, n is fixed
length.

One-way Hash Functions defined by Merkle,
which is the base for Secure Hash Standards (SHS)
evolved by NIST [9], i.e, a hash function H, must
satisfy the following requirements:

1. H can be applied to Block of data of any length.

2. H produces a fixed-length output.

3. Given H and z, it is easy to computer Message
Digest H(z).

4.Given H and H(z), it is computationally
infeasible to find z.

5.Given H and H(z), it is computationally
infeasible to find x and 2™ such that H(z)=H(z").

The firstthree requirements are amust for practical
applications of a cryptographic hash function for
«Message Authentication» and «Digital-Signatures».

In the second case, digital signature algorithms
can be created using asymmetric ciphers. Moreover,
there are two possible approaches to building a
digital signature system. The second approach is
that the digital signature is generated separately and
sent along with the original message. EDS creation is
based on the interconnection of the message content,
the signature itself, and the key pair. When generating
an EDS, the secret key of the sender of the message
is used, and when verifying it, the public key of the
sender is used. Regardless of the algorithm used, the
general EDS scheme in the asymmetric encryption
system can be represented as follows.

In the first step, the hash function & of the
transmitted message M is calculated and a hash of the
message m=h(M) is generated. Using the 4 sender's
secret key 4, and the EDS E generation algorithm,
an encrypted hash value C(m) of the message M is
created. The package for the recipient B includes:
message M, EDS C(m) and the sender's public key
K,. The package B is transmitted to the recipient
via an open communication channel. To verify the
signature, the recipient B calculates the hash function
h(M) and receives a hash m/, decrypts the EDS with
the sender’s public key, and receives the hash value
m'. Next, a comparison is made between two hash
functions m' and m. If these values match, then the
signature is considered authentic. Otherwise the
signature is rejected.

Application of hashing algorithms

Hash functions (hashing algorithms) successfully
solve almost all problems of protecting computer
information: ensuring the authenticity of subjects
and objects of information interaction; formation
of information integrity control codes; formation of
an electronic digital signature; password systems of
access control; authentication protocols for remote
subscribers, etc. Hash functions are used for: the

EEFA creation of electronic signatures, storing passwords in

databases of security systems; within the framework
of modern cryptography to generate unique keys
online; checking the authenticity and integrity of the
elements of the PC file system.

The practical application of the hashing algorithm
for an asymmetric digital signature system, which
can be used in systems and networks to transmit
and store information, is considered. Figure 2 shows
practical applications of the hash function in the
digital signature algorithm. First, let's consider the
application of the hash function in the asymmetric
algorithm. Below the algorithm for the formation and
verification of the digital signature is given:
Formation of EDS EDS verification
1. starting the program; 1. starting the program;

2. enter the email to be 2. entering a signed
signed; message and EDS;

3. key generation; 3. calculate the hash value;
4. calculate the hash 4. calculation of EDS;
value; 5. comparison of the

5. calculation of eds calculated value of the

according to the EDS with the value of the
developed algorithm; received EDS;

6. sending a signed 6. displays a message about
message; whether the EDS is genuine;

7. end of work. 7. end of work.

A multi-tiered complex cryptographic algorithm
and additional security measures for protecting the
communication channel are used to protect data.
Many programming and server-side languages
use special classes and functions that calculate
hashes without difficulty but still use standard
algorithms. Hashing algorithms are used in system
software (software), blockchain technology and
cryptocurrencies, archiving, applications, and
database management systems (DBMS). The hash
function must be fast to calculate, and its values
must be evenly distributed over the domain of
definition. When implemented programmatically,
hash tables are used — essential data structures to
store keywords and identifiers and compare strings,
numeric sequences, etc. With a hash table, you can
effectively implement an associative array. Hash
tables must comply with the following properties:
An operation in a hash table begins by computing a
hash function given a key. The resulting hash value is
an index into the original array. The number of array
elements stored divided by the number of possible
hash values is called the hash table fill factor and is
an important parameter affecting the operation's
average execution time. On average, search, insertion,
and deletion operations should be completed in O(1)
time. However, this estimate does not consider the
possible hardware costs of rebuilding the hash table
index associated with increasing the array size value
and adding a new pair to the hash table. Hashing is
proper when a wide range of possible values must
be stored in a small amount of memory, and a fast,
almost random-access method is needed. Hash tables
are often used in databases, especially in language
processors such as compilers and assemblers, where
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Figure 2 — Diagram of the electronic digital signature algorithm

they speed up the processing of an identifier table.
The main problem in implementing a hash table is
handling collisions. In case of collisions, finding a
new place to store the keys that claim the same cell in
the hash table is necessary. If a collision is detected, it
is required to minimize their number and find solu-
tions to eliminate them. If all the keys of the elements
are known in advance, then it is possible to find
some injective hash function that will distribute them
among the cells of the hash table without collisions.
Hash tables that use hash functions that do not need
a conflict resolution mechanism are called direct
address hash tables.

There are the following ways of resolving
collisions [10]: the method of chains (external or
open hashing) and the method of open addressing
(closed hashing). The chaining method is a collision
resolution technology consisting of elements of a set
with equal hash values linked in a chain list. Unlike
chain hashing, open addressing does not use lists, all
entries are stored in the hash table itself. Using this
method, each table cell contains a dynamic set element
or NULL. Due to the computational complexity of the
tasks on which the electronic digital signature is built,
obtaining the private key of the algorithm is almost
impossible, it is more likely to search for collisions
of the first and second kinds, which is equivalent
to existential and selective forgery, respectively.
Since hash functions are used in EDS algorithms,
finding collisions for the hash functions themselves
is expedient [11]. Receiving two documents with the

same signature or a collision of the second kind are
considered. With a strong hash function, such an
attack must be computationally complex. But these
threats can be realized due to the weaknesses of
specific hashing algorithms, signatures, or errors in
their implementations [10].

To check the cryptographic strength of hash
functions when searching for collisions, a method
based on the «Birthdays» attack is considered.
Calculation of the value of the time spent on the test
in the event of random collisions with a probability
of 0.001 of the considered hash function algorithms,
indicating the search time in seconds. Check the
translation here and paste it. Using this attack,
finding a collision for an n-bit hash function will
require an average of about 2? operations. Therefore,
an n-bit hash function is considered secure if the
computational complexity of finding collisions for it
is close to 27 . For a given hash function k, the goal of
the attack is to find a collision of the second kind. To
do this, h values are calculated for randomly selected
blocks of input data until two blocks are found that
have the same hash. The birthday attack succeeds if
there is a pair z,#%, such that z,#z, but h(z,) =h(z,).
Thus, if the function h(zr) gives any of N different
outputs with equal probability and NV is large enough,
then we expect to get a pair of different arguments
x1 %2, with h(z,) =h(z,), after evaluating the function
around 1.25-y/N different arguments. An estimate of
the number of hash operations for finding a collision

of an ideal cryptographic hash function with an 453 |
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output size of n bits is often written as 2% rather than
2". A comparison of the time for calculating collisions
of hash algorithms (SHA 256, SHA 512, SHA3 256,
SHAS3 512, STREEBOG 256, STREEBOG 512) with an
indication of the collision search time per second are
shown in figure 3.

Summary

The EDS continually gains importance and has
become a prominent tool in recent years, especially
in the corporate world. Thus, the use of a digital
signature preserves a high degree of information
security and identity. A reliable unit of authenticity,
confidentiality, integrity, and access control is
provided using encryption methods and hash
functions. Secure cryptographic hash functions have
basic requirements, such as the inability to generate
a message corresponding to a specific hash value and
the inability to create two messages that produce the
same hash value. Today, the use of hash functions
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in the EDS is relevant, and EDS is used to confirm
data authenticity. In this article, hash functions used
in digital signature algorithms were considered,
and modern hashing methods and their areas of
application were described. A comparative analysis
of cryptographic hashing algorithms with the
indication of parameters, structures, methods, and
their scope are shown. The paper presents the results
of calculating collisions of hashing algorithms: SHA
256, SHA 512, SHA3 256, SHA3 512, STREEBOG
256, STREEBOG 512. Based on the results, the most
optimal variant for its application in the algorithm
under consideration was chosen. In the research, the
SHA 512 algorithm was selected and applied since
it showed the longest collision search time. Finally,
the practical application of the hashing algorithm
for the digital signature system, which can be used
in systems and networks to transmit and store
information, is considered.

0 I I I I I I

SHA 512 SHA3 256 SHA3 512

STREEBO = STREEBO
G 256 G512

172322 106459 165861

Figure 3 — Collision calculation of hash function algorithms
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AHOamna. Xew ¢pyHKYyuA bardapaamanayoda an20pummoik wewimoepoi ncyzeze acbipy YWiH KeHiHeH Kon0aHblAaobl.
Xew yHKYyusAnapel eHOenzeH ¥aHe CaKkmanamelH 0epekmepMeH HYMbICmbl Wugpaay waHe oHmaliaaHObIpy YWiH,
coHdali-aK apmypni onepayusansik xylienepde, 0a1apObIH MymacmelfblH KAMMAmMacsl3 emy ywiH depekmepdi nepco-
HaAu3ayuAanay ywiH KonodaHolnadel. Xew-ghyHKUUAHbIH, KOA0aHbLYybI alimapasikmali KkeH. Xew-gyHKyusaHb! nalioanaHy
cybvekminep MeH aKnapammelk 63apa apekemmecy o6veKkminepiHiH MynHyCcKaAbiFblH KAMMAMAckl3 emyodeH KopFay
Kypanodapsl meH ob6bekminepiHiH #yMbicbiHa 6enzici30ik eHzaidyze OeliiH, 31eKkmpoHObIK aKnapammel KoprayobiH 6ap-
71bIK 0epsliK MacenenepiH wewyae MyMKiHOIK 6epedi. MaKanada 3nekmpoHObIK UUugpbiK KonmaHba anzopummoepiH-
0e KonoaHbinamolH Xew yHKYUAAApsLI Kapacmelpslaaosl. Kasipai 3amaHFel xewmeyodiH adicmepi ¥aHe onap Koaoa-
HbIAaMebIH caaanap cunammansax. Xew ¢yHKyusacel depekmepdi Kopray ywiH nalioanaHelnadsl. bya pyHKYUAAAP ce3
V3bIHObIFbI, Kypoesiniei aHe KpunmozpaguassiK Kywi 6olbiHwa apmypsi 60aysl MyMKiH. Kpunmozpaguansik xewmey
anzopummaoepi napamemprepimeH, KypolaeimoapsimeH 1aHe adicmepimeH, coHOal-aK 0a1apObiH KOOAHbIY AACbIMEH
bepinzeH. Mymbic xew-pyHKUUAAAPObI MAAOayFa #aHe 0aapObiH 31eKMPOHObIK YUppabiK KoAMaHbaoa Kon0aHbIybI-
Ha apHanfaH. MaKanada xewmey an20pummoOepiHiH COKMbIFbICYbIH ecenmey Homuxenepi bepinzeH, oa Kapacmel-
PbIAbINT OMBIPFAH A120PUMMOE OHbl KOAOAHYObIH eH OHMalinbl HYCKACbiIH MaHOayFa MyMKiHOIK bepedi. AKnapammel
mapamy #aHe cakmay ywiH xcylienep meH xeninepoe KonodaHblaysl MyMKIH 31eKMPOHObIK UUudpblk KoamaHba Hcyi-
eciHe xewmey an20pUMMIHIH, MTPAKMUKAAbLIK KOAOAHbIAYbl KAPACMbIpbiaadsbl.
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Hocmu. lpumeHeHue xew-gyHKYUU 8eceMa obwWupHoO. Mcronb3osaHue xew-phyHKUUU rno38oasem pewams npakmu-
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YecKu ece 3a0a4u 3aWUmsl 31eKMpPoHHOU UHopmayuu: om obecrnevyeHus aymeHmMuYyHocmu cybvbekmos u 06vekmos
UHOPMAUUOHHO20 83aumoodelicmeus 00 BHeceHuUs HeonpedeneHHocmu 8 pabomy cpedcme u 06vbekmos 3awumel. B
cmamee paccmMampusaromcs xeuw-yHKYUU, MpuMeHsemble 8 aa120pummax 3aekmpoHHol yugposol noonucu. Onu-
CAaHbI co8pemMeHHble Memoobl XeWUupo8aHus U 0b61acmu, 8 KOMopbIX OHU MpuMeHUMbl. Xew-phyHKYUA UCMonb3yemcs
07149 3awumsl OaHHbIX. [aHHble (pyHKUUL Mo2ym pasauvyamecs o paspaoHoCmuU, CAOMHOCMU U Kpunmoeapagpuyeckol
cmolikocmu. [MpusedeHbl KpunmozpaguyecKue asn20pUMmmbl XeWUpo8aAHUA C YKA3AHUEM MapaMmempos, Cmpykmyp u
mMemodos, a makxe 061acmeo Ux npuMeHeHUs. Paboma noceauwjeHa aHanu3y xew-pyHKYul u npUMeHeHUIo UX 8 3/1eK-
mpoHHoU yugposoli nodnucu. B cmamee npusedeHsl pesyssmamel pacdema Koaausuli an20pummos XewuposaHus,
Komopele M03807am 8bl6pame Haubosee onmMuUMasnbHbIl 8apuaHmM 0414 ee MPUMeHeHUs 8 PACCMampu8aemMom as20-
pumme. PaccmompeHo npakmu4eckoe npumMmeHeHue aa20puUmma XxewuposaHus 045 cucmemsl yugposoli modnucu, Ko-
mopbili Moxem 6bimb UCMOMAL308AH 8 CUCMEMAX U cemsAx 0715 nepedayu U XpaHeHUs UHpopmMayuu.

Knroueevble cnosa: uHpopmayuoHHaa 6e3onacHocme, xew-gyHKYUA, KoAAU3UA, Kpunmozpaguyeckas xew-gpyHKyuUs,
3/1eKMPOHHAA Yughposas nodnucs, acuMmempuvHbie Kpunmocucmemsl, 3auuma UHGPOPMayuu, ceHepayus Kawoyel,
amaka, xew-an20pummel.
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