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Abstract. All existing targets of network attacks are considered. An analytical study of the percentage of targets
of network attacks and attacks on WEB sites is carried out in order to identify the most critical area for protection.
The article also includes comparative analysis of cyberattacks by state and data on which areas of threat were most
affected by the attack. The relevance of the study lies in the fact that with the development of websites, organizations
are faced with a new technology where the foundations of information security have not yet been formed. At the
same time, websites, namely information within its framework, become the desired object of fraudulent operations
and illegal actions for identity theft, which can be used for authentication on various resources and platforms.
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Introduction more clear and close to the management of various

According to the results of the year 2021, the do
mestic information security market has grown by
25%. In short, this growth is due to three reasons.
Firstly, the topic of information security is becoming
more and more relevant, including due to objective
reasons: the number of threats and the activity of
cybercriminals in general are growing year by year.

EEA The problem of cyber security is becoming more and

companies and, accordingly, the principle of inability
to implement certain business risks is becoming more
and more important. Obviously, building practical
security of this kind goes in league with increasing
the budgets involved.

Second, critical information security cyber
security, as a concept that began several years ago
with surveys, categorization and design, has finally



reached the period of actual implementation. And
this, in turn, ensures the growth of turnover of
protection manufacturers and their integration.

Thirdly, we cannot say that the COVID-19
pandemic had no impact on the cyber security
market. In reality, however, there has been more talk
on the subject than practical impact. By the end of
the first quarter of 2020, a situation began to emerge
that raised a number of concerns: the total number
of pilot projects has dropped dramatically. And it is
completely understandable why this happened - in
the updated conditions (lockdown, hasty transition to
a remote format of work) these projects have become
objectively more difficult (and sometimes even
impossible) to carry out on the sites of companies.

Websites and web applications are just as
susceptible to security breaches as physical homes,
stores and government offices. Unfortunately,
cybercrime happens every day, and serious security
measures are needed to protect websites and web
applications from being hacked [1].

This is exactly what makes web-security-a system
of security measures and protocols that can protect
your Web site or Web application from hacking or
infiltration by unauthorized personnel. This integral
division of information security is vital to the
protection of Web sites, Web applications, and Web
services. Anything applied over the Internet must
have some form of web security to protect it.

Given the events of 2020 and early 2021, the shift
to a remote work format has become most urgent,
and the pace continues to gain momentum. Greater
responsibility has fallen on employees responsible
for setting up corporate networks and servers. All of
this has put companies' data at risk of compromise.

According to forecasts by experts of American
IT-company HP Inc., in 2021 the negative impact
on security of IT infrastructures of many large
organizations around the world will continue to
increase.

Uncontrolled web vulnerabilities can lead to
corporate data leaks, loss of access to accounts and
personal accounts of important services, financial
documents, and personal data of employees and
customers. Web resources are a key element in the
corporate environment because they contain a lot of

2017
A01:2017-Injection
A02:2017-Broken Authentication
A03:2017-Sensitive Data Exposure
A04:2017-XML External Entities (XXE)
A05:2017-Broken Access Control
A06:2017-Security Misconfiguration
A07:2017-Cross-Site Scripting (XSS)
A08:2017-Insecure Deserialization
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valuable information that affects the core functions of
a company's infrastructure management.

Now it is hard to imagine any company without
the use of web resources, which are the basis for the
promotion of products and services in the market.
What security threats can be expected? In the
following article, we offer a list of the most popular
web vulnerabilities.

Research methodology

According to the Web Application Security
Consortium, the OWASP working group has
published a draft of the new Top 10 Web Application
Security Risks 2021 list. The list has been maintained
by OWASP since 2003 and was last updated in 2017
[2].

OWASP (Open Web Application Security
Project) is an international non-profit organization
that focuses on analyzing and improving software
security [1]. This community has developed a list
of the ten most dangerous vectors of attacks on web
applications - OWASP TOP-10:

From figure 1 shows that the main purpose
of network attacks, namely, such as information
destruction, installation of malicious software,
information theft and misinformation associated
with the disclosure, modification of information to
gain unauthorized access to the rights of the owner
who has access to the use of computer resources. It is
also worth noting purposes such as forced inactivity
of the network, the purpose of which is a distributed
denial of service and even such non-obvious as link
spam, the purpose of which is to increase the citation
index of the site [3].

The percentage of attacks on Web sites shown in
figure 2.

Our primary goal in researching website attacks
was to determine which attacks are most popular
with attackers and what their motives might be, as
well as to identify the main sources of threats for
different industries. This data provides insight into
what needs to be addressed when securing web
applications.

Cyberattacks are the actions of cybercriminals that
target computer systems, databases, infrastructure,
and website visitors.

2021
A01:2021-Broken Access Control
A02:2021-Cryptographic Failures
=A03:2021-Injection
(New) A04:2021-Insecure Design
A05:2021-Security Misconfiguration
A06:2021-Vulnerable and Outdated Components
A07:2021-Identification and Authentication Failures
{New) A08:2021-Software and Data Integrity Failures

A09:2017-Using Components with Known Vulnerabilities /(//,,—}AOQ:ZOZ 1-Security Logging and Monitoring Failures*

A10:2017-Insufficient Logging & Monitoring

(New) A10:2021-Server-Side Request Forgery (SSRF)*
* From the Survey

Figure 1 — List of the ten most dangerous attack vectors for web applications
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Figure 3 — The most popular types of cyberattacks in 2021

1. Phishing

Phishing is an attack that basically uses email
as a vector and tricks people into downloading
malware to their devices. About 75% of organizations
experienced phishing in 2020 [4].

Many phishing attacks use seemingly
unsuspicious links and files to deceive. Hackers also
use psychological tricks and know who to pretend to
be to get their way.

In 2020, there were many phishing emails related
to COVID-19. Attackers allegedly sent out information
on behalf of the World Health Organization, playing
on our fear. Other cybercriminals used click bait
headlines related to business, credit, and politics.

2. Ransom ware attacks

Ransom ware is malware that blocks users from
accessing their software and demands that they pay a
ransom. Usually ransom ware spreads through spam
or social engineering [4].

3. Malware

Malware stops or significantly slows down the
operation of your devices. Spyware, viruses, worms,
ransom ware, or Trojans are allused by cybercriminals.
Malware arrives on devices via email attachments
with malicious code or file-sharing programs that
distribute dangerous material disguised as music or
images [4].

4. Data Leaks

A data leak occurs when a user's sensitive
information becomes vulnerable. In 2020, many
companies reported data breaches, and the trend is
expected to continue in 2021 [4].

5. DDoS attacks

DDoS attacks occur when an attacker directs a
large volume of traffic to a system or server, forcing
it to stop or suspend operations. Given that IT
downtime costs anywhere from $300,000 to $1 million
per hour, such antics can cost a company money. In
2020, Google reported that it suffered a 2.5Tbps DDoS
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attack, the largest attack to date, affecting 180,000
Web servers [4].

6. Man-in-the-middle (MitM) attack

Mediator attacks occur when an attacker
intercepts and alters electronic communications.
An example would be a fake Wi-Fi hotspot that
looks and works like the real thing, but intercepts
your information. With the growing trend of
remote working and digital communications, it has
become increasingly important for companies to
use end-to-end encryption for messaging and video
conferencing. In response to criticism at the beginning
of the pandemic, Zoom implemented end-to-end
encryption to protect businesses during video calls.

Other types of attacks that hackers may also
actively use in 2022 [5]:

- SQL injection — getting unauthorized access to
information using a structured query language;

- Zero-day exploits — quick exploitation of
security flaws;

- brute-force attacks, or brute-force — breaking a
password by trying all possible variants of the key;

- DNS tunneling — turning domain name systems
into hacker weapons.

There are the following ways to combat these
types of attacks [6]:

1. Using antivirus tools and regularly updating
their signatures. Can solve the problem with Trojans,
viruses, mail worms, but will not solve the problem
of sniffers and go-betweens.

2. Encryption of transmitted data. The problem
does not completely solve the sniffers problem,
however, the adversary intercepts data that cannot be
freely read. It takes time to decrypt them.

3.Use of anti-sniffers (e.g. AntiSniff or
PromiScan).

4. Use of firewalls.

5. Use of anti-rootkits.

Research results

The rating of the cyber threat is not clear, so you
can't be sure it's the same as the rating of the security
system. Global Cyber Threat Exposure Index 2020
(CEI - Cybersecurity Exposure Index).

As every country gets used to the new,
unprecedented order of things in post - COVID 19
reality, the need for cyber security to secure digital
infrastructure is becoming increasingly urgent.

Cybercrime can take many forms:

- from device-specific attacks aimed at gaining
unauthorized access, stealing data and extorting
money by blocking access to files or computer
systems;

- to attacks on cloud infrastructure, the ultimate
goal of which is to compromise virtual machines and
use them as weapons.

The study indicates the most recent data on which
countries are most vulnerable, least vulnerable, and
those with an average, intermediate, value [7].

Table 1 presents the Cyber Threat Exposure Index
(CEI - cyber security Exposure Index) by country
from 0O to 1. It shows: the higher the score, the more
vulnerable a country is to cyber attacks and, therefore,
the lower its level of cyber security.

Kazakhstan, unfortunately, ranks 51st with a
score of 0.579, demonstrating a very high level of
exposure to cyber threats (consequently, a very low
level of cyber security).

The study provides the latest data on which
countries are most vulnerable, least vulnerable and
those with an average, intermediate, value.

The most attacked industry

The share of targeted cyber attacks over the past
year exceeded the share of mass attacks, and the most
attacked sectors were government agencies, industry,
medicine, education, and the financial sector [8].
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Table 1 — Global Cyber security Impact Index 2020 Chart
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Figure 5 Cybersecurity Impact Index in Kazakhstan

Table 2 — Distribution of countries by level of exposure to cyber threats: The numbers in the table denote the
number of countries

Region Very tall High Average Short Very low
Europe 0 22 10 21 8
North America 0 4 1 1
South America 1 0
Asian-Pacific area 3 11 8 7 3
Africa 1 11 0
All countries 5 30 30 31 12




Table 3 - Priority sectors for hackers in 2021
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Ne Organization Increase in attacks on
1 | Organizations from the fields of education and research 75%
2 | Organizations from the state and defense sphere 47%
3 Communication organizations 51%
4 | IT service providers 67%
5 | Organizations from the healthcare sector 71%
6 | Organizations from the healthcare sector 75%
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Figure 6 — Categories of victims among organizations

Conclusion

In this article we looked at what attacks mean and
how to protect your site from attacks. It is important
to remember that such malicious actions can disable
even the safest and largest web resources. This will
have serious consequences in the form of huge losses
and loss of customers. That is why securing your
resource against attacks is an urgent task for all
commercial structures and government agencies.

The pandemic also continues to affect different
areas of life. Cybersecurity has not been spared. Now
developers are looking for new protection options
or improving old ones. It is clear that the COVID-19
situation is not the reason for the increase in cyber
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Meninik wabysindapobiH maKkcammapbel meH 8eb-calimmapra yacanamesiH wabybia adicmepiH manday

1*BAPAKOBA Anus LWapuzamkbi3el, 0okmopaHm, balia_79@mail.ru,

2YCATOBA Onb2a AneKkcaHOpKbi3bl, PhD, doueHm, uoa_olga@mail.ru,

l«an-®apabu ameiHOarel Kazak ynmmolK yHusepcumemi» KeAK, KazakcmaHr, Aamamel, dn-dapabu 0aHrbinbl, 71,
2AKnapammelK #aHe ecenmeyiu mexHon02usaaap uHcmumymel, Kazakcmat, Aamamei, LllesueHko keweci, 28,

*aemop-koppecrnoHOeHm.

AHOamna. Keninik wabyelndapdsiH 6apabiK Makcammapel KapacmeipelasaH. Keninik wabysindap meH seb-calim-
mapFra wabysblndapdaH KoprayodbiH eH MAaHbI30bl CAAACbIH AHbIKMAY MAKCAOmMbIHOA GHAAUMUKGAAbLIK 3epmmeydiH nali-
bI30bIK MesWepiH xypeizedi. Makanada coHOali-aK memaekemmep 60libIHWa KubepwabybindapobiH CAnb6ICMblPMAsnbl
manoaysl #¥aHe wabysin Kali Kayin-Kkamepae eH, Kemn acep emkeHi mypasnsi Masimemmep 6ap. 3epmmey0iH, e3ekminiei
s8eb-calimmapObiH, damybiMeH aKnapammelK Kayincizoik ylieimoap Hezizdepi asni KaabinmMacnaraH ¥aHa MexHo102us-
meH bemne-6em Kenedi. CoHbiMeH bipae seb-calimmap, aman alimKaHOa 0aap0biH iwiHOez2i aknapam, apmypi pecyp-
cmap meH naamgopmanapda aymeHmu@puKkayusa ywiH nalidanaHelaybl MyMKiH anaaKmslK onepayuandap MeH #eke
Odepekmepdi ypaay ywiH 3aHCbI3 apekemmepOiH, KanaraH obvekmiciHe aliHanadwbl.

Kinm ce30ep: 1ceninik wabysin, xeeninik wabysin adicmepi, aknapammelK Kayincizoik, ¥esninik wabysin maKkcammapei,
wabybindapobiH pelimuHai, aknapammeolK Kayincizdik 0eHaelii, ¥ ahaHOaHY.

AHanu3 cywecmeyrowux yesneli cemeebix amak u memoooe amak Ha eeb-cailimol

1*BAPAKOBA Anusa LWapuzamosHa, dokmopaHm, balia_79@mail.ru,

2YCATOBA Onb2a AnekcaHdposHa, PhD, doyeHm, uoa_olga@mail.ru,

HAO «Kaszaxckuli HayuoHanbHsIl yHUsepcumem umeHu Anb-®apabu», KazaxcmaH, Aamamel, np. Ane-®apabu, 71,
2MHCMuUMym UHGOPMAUUOHHbIX U 8blYUCAUMeEbHbIX mexHonoaul, KazaxcmaH, Aamamei, yna. LLlesyeHKo, 28,

*aemop-KoppecrnoHoeHm.

AHHOMayuA. Paccmampuearomca 8ce cyujecmeyrowue uenu cemesbix amak. AHanumu4eckoe ucciedosaHue npo-
UeHMHo20 coomHoweHuA yeneli cemeesix AMaK U AMaxk Ha eeb-calimsl MPOBOOUMCA C Uenbto 8blAeneHUA Haubosee
KpumuyHol obaacmu 044 3awumel. CmMames Makxe 8KA4Yaem cpasHuUmesnbHbil aHanu3 Kubepamak no 2ocyoap-
cmeam u OaHHble 0 MOM, Kakue obaacmu yepo3ssi bbiau Haubosee 3ampoHymsl amakol. AKmyanbHOCMb ucciedo-
BGHUA 30KAKOYAEMCA 8 MOM, YMo C pazsumuem 8eb-calimos op2aHU3ayUU cCMasnKuearomcsa ¢ Hoeoli mexHosnoauel,
20e 0CHOB8bI UHOPMAYUOHHOU be3onacHocmu euje He chopmuposaHsl. B mo xe spems eeb-calimel, a UMEHHO UH-
hopMayua 8 UX PAMKAX, CMAHOBAMCA HENAHHLIM 0O6bEKMOM MOWEHHUYECKUX onepayuli U He3akoHHbix Oelicmeuli
0418 KPaxcu AIUYHbLIX OAHHbIX, KOmopble Mo2ym 6biMb UCMO01b308aHbI 0718 AyMeHMU@GUKALUU HA Pa3aUuYHbIX PECYPCax U
naamgopmax.

Kntouesble cnoea: cemesas amakd, MemooObl cemesbix dmak, UHGOPMAyUOHHAA 6e30MacHOCMs, yesau cemessix amak,
pelimuHe amak, yposeHb UHpopmayuoHHol be3zonacHocmu, 2106aaU3AYUS.
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