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Abstract. The article discusses the development and analysis of an electronic voting system 
utilizing blockchain technology, with the goal of improving the security, transparency, and 
reliability of electoral processes. The study emphasizes the importance of addressing vulner-
abilities inherent in traditional voting systems, such as the risks of data manipulation and un-
authorized access. A detailed examination of blockchain’s theoretical principles is presented, 
highlighting its decentralized architecture, data immutability, and cryptographic security fea-
tures. The practical component of the research focuses on the creation of a prototype system, 
designed using a modular approach and incorporating advanced cryptographic techniques 
and consensus mechanisms to ensure data integrity and system robustness. Experimental 
findings demonstrate the high effectiveness of the proposed solution, indicating its suitability 
for deployment in large-scale electoral contexts. The article concludes by exploring potential 
directions for future system enhancements and the integration of blockchain technology into 
existing electronic voting infrastructures.

Keywords: blockchain, electronic voting, security, transparency, cryptography, decentraliza-
tion.

Introduction.
With the rapid evolution of information 

technologies and the ongoing digital transfor-
mation of society, traditional voting methods 
are increasingly criticized for their inherent 
weaknesses, including susceptibility to result 
falsification, counting inaccuracies, and a lack 
of transparency in the voting process [1–3]. 
These shortcomings underscore the need for 
innovative approaches that can strengthen the 
reliability and credibility of electoral procedures.

Blockchain technology, characterized by 
its decentralization, immutability, and cryp-
tographic security, offers a promising frame-
work for addressing these issues [4-5]. Its 
integration into electronic voting systems fa-
cilitates the development of a secure, distrib-
uted, and transparent infrastructure. In such 
a system, each vote is recorded as a distinct 
transaction, inherently resistant to unautho-
rized alterations [6–8]. This methodology not 
only mitigates the potential for election ma-
nipulation but also fosters greater confidence 

among voters and the broader public [9].
This study examines the theoretical under-

pinnings of blockchain technology within the 
context of electronic voting, outlining its key 
advantages and the practical challenges of im-
plementation. Particular emphasis is placed on 
designing an architecture capable of preserving 
data integrity and security in large-scale elec-
toral settings. The proposed system features a 
transaction management module, digital wal-
lets for voter authentication, a block-genera-
tion mechanism, blockchain formation, and a 
decentralized network for node-to-node data 
exchange. Furthermore, the system incorpo-
rates consensus validation protocols, automat-
ed smart contracts, and scalability measures 
to ensure effective performance in real-world 
applications. The solution is designed to strike 
a balance between transparency and privacy, 
enabling verifiable election outcomes while 
safeguarding the anonymity of individual votes.

Materials and Methods. 
In the present study, contemporary tech-
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nologies and programming libraries were 
employed to develop a prototype of a block-
chain-based electronic voting system, aimed 
at ensuring high levels of security, fault toler-
ance, and a decentralized architectural frame-
work [10]. The system was implemented in 
C++, enabling the use of robust and efficient 
tools for asynchronous network communica-
tion and cryptographic operations.

At the core of the system lies the block-
chain infrastructure, constructed using a set 
of custom-designed classes, including Wallet, 
Vote, Transaction, Block, and Node.

The Wallet class manages the generation 
of cryptographic key pairs for individual vot-
ers, utilizing the Ed25519 algorithm. This algo-
rithm offers a favorable balance between per-
formance and security, delivering 256-bit key 
lengths with high-speed processing while pro-
viding a security level comparable to a 3072-
bit RSA key. The public key, formatted in PEM, 
is used to validate digital signatures, while the 
private key is used to sign the votes.

Voting data is encapsulated within the Vote 
and Transaction classes. When a new Vote ob-
ject is created, it constructs a string composed 
of the voter's identifier, the candidate's iden-
tifier, and a unique nonce. This string is then 
digitally signed with the voter's private key. 
The resulting binary signature is encoded in 
Base64 to enable safe and convenient storage 
and transmission in JSON format (see Figure 
1). This vote object is then transformed into 
a Transaction object using a specialized con-
structor, and the transaction is subsequently 
propagated through the network.

1.	 The Block class handles the construc-
tion of blocks that aggregate transactions. 
During the creation of a new block, a Proof-of-
Work (PoW) mechanism is applied, requiring 
the computation of a block hash that meets a 
predefined difficulty criterion. To maintain data 
integrity and ensure tamper resistance, the 
system employs the SHA-256 cryptographic 
hash function. Block validation is performed by 
recalculating the hash and comparing it with 
the stored hash value to confirm consistency 
and authenticity.

2.	 As illustrated in Figure 2, the system 
node – implemented through the Node class 
– facilitates network communication using the 
Boost.Asio library. The blockchain infrastruc-
ture is organized as a peer-to-peer (P2P) net-
work, where each node functions both as a 
server and a client. Nodes concurrently accept 
incoming TCP connections via a TCP acceptor 
bound to a designated IP address and port, 
while also initiating outbound connections to 
other peer nodes. This bidirectional connectiv-
ity supports decentralized data exchange, syn-
chronization of the blockchain ledger, and the 
propagation of transactions and new blocks 
across the network. 

Communication between nodes is orches-
trated through Session objects, which are re-
sponsible for the asynchronous reception and 
transmission of JSON-formatted messages. 
Incoming messages are processed by the han-
dleMessage() function, which determines the 
appropriate response based on the message 
type – whether it pertains to a transaction, a 
new block, or a blockchain synchronization re-
quest. The corresponding logic then performs 
validation, adds the data to the local memory 
pool, or updates the blockchain accordingly. 
Upon completion of the implementation of all 
system components, the overall architecture 
of the prototype is illustrated in Figure 3.

Results and Discussion.
To assess the performance of the devel-

oped blockchain-based voting system, a test 
environment was configured within a local 
network using an emulator designed to sim-
ulate node behavior and interactions. Voter 
wallet information was securely stored in an 
SQLite database, providing dependable pres-
ervation of user identifiers and чcryptographic 
key pairs essential for generating and verifying 
digital signatures. The network architecture 
was built on the TCP protocol, with commu-
nication managed via the Boost.Asio library, 
allowing each node to operate concurrently as 
a server (receiving incoming connections) and 
as a client (initiating outbound connections to 
peers). Data exchange was carried out using 
JSON-formatted messages, which facilitat-

 
Figure 1 – Transaction structure
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ed efficient serialization and deserialization, 
as well as rapid transmission of information 
among nodes.

Testing confirmed a high level of system 
security and transparency. All vote-related 
transactions were accurately generated and 
signed using the Ed25519 cryptographic algo-
rithm, then reliably recorded on the blockchain 
in a tamper-resistant and immutable format. 
Each node performed transaction validation by 
verifying digital signatures and cross-check-
ing public keys against database records, ef-
fectively preventing fraudulent behavior and 
double voting. A more detailed overview of the 
transaction processing workflow is provided in 
Figure 4.5.

Once a sufficient number of transactions 
had been collected, the system initiated an 
automated mining process to generate new 
blocks, during which validated transactions 
were selectively removed from the pending 
transaction pool. Testing demonstrated that 
new data were promptly integrated into each 
node's local blockchain, and synchronization 
across the peer-to-peer network was achieved 
with minimal latency.

In addition, the tests confirmed the sys-
tem’s high fault tolerance and its capacity to 
function effectively under increased operation-

 
Figure 2 – Network architectures

 
Figure 3 – Flowchart of Blockchain-Based 

Electronic Voting system

 
Figure 4 – Transaction processing
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Figure 5 – Transaction processing with the use of digital signature
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al load – an essential attribute for its potential 
application in large-scale electoral processes. 
The recorded response times underscored the 
system’s efficiency within a distributed network 
environment, wherein nodes continuously ex-
change transactions and blocks to maintain the 
integrity and immutability of the voting ledger.

Despite these promising results, certain 
limitations persist, particularly in regard to 
system scalability and the full preservation of 
voter anonymity. For instance, as the number 
of participants grows, synchronization delays 
may emerge, and maintaining an appropriate 
balance between transparency and confiden-
tiality necessitates the incorporation of ad-
vanced cryptographic mechanisms.

Conclusion
Blockchain technology has proven to be a 

highly promising tool for improving the secu-
rity and transparency of electronic voting sys-
tems. The prototype developed in this study 
– featuring a custom-built blockchain and net-
work message exchange mechanism – has 
demonstrated that a distributed ledger can ef-

fectively mitigate risks related to vote tamper-
ing and unauthorized access. The integration 
of advanced cryptographic techniques guaran-
tees the immutability of records and ensures 
the authenticity of each vote, thereby fostering 
greater trust among voters.

Testing within a controlled local network en-
vironment validated the system’s operational 
stability, effective inter-node communication, 
and consistent blockchain synchronization. 
Nonetheless, the results also highlighted areas 
requiring further enhancement, particularly in 
terms of scalability and voter anonymity. Fu-
ture development should focus on optimizing 
the software architecture, improving the user 
interface, and implementing advanced securi-
ty protocols to strengthen the system’s overall 
resilience and performance.

In conclusion, the prototype underscores 
the viability of applying blockchain technology 
to electronic voting, offering a secure, trans-
parent foundation that can be further devel-
oped and scaled for use in real-world electoral 
processes.
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Аңдатпа. Сайлау процесінің қауіпсіздігін, ашықтығы мен сенімділігін арттыруға бағыт-
талған блокчейн технологиясына негізделген электрондық дауыс беру жүйесін әзірлеу 
және зерттеу ұсынылған. Зерттеудің өзектілігі нәтижелерді бұрмалау және деректерге 
рұқсатсыз қол жеткізу мүмкіндігі сияқты дәстүрлі дауыс беру жүйелерінің әлсіз жақтарын 
жою қажеттілігіне байланысты. Блокчейн технологиясының теориялық негіздеріне кешен-
ді талдау жүргізілді, орталықтандырылмаған архитектураның, ақпараттың өзгермейтінді-
гінің және криптографиялық қорғауды қолданудың негізгі артықшылықтары анықталды. 
Жұмыстың практикалық бөлігі деректердің тұтастығы мен тұрақтылығын қамтамасыз ету 
үшін заманауи криптографиялық әдістер мен консенсус алгоритмдерін қолдана отырып, 
модульдік дизайн арқылы жүзеге асырылатын жүйенің прототипін жасауды қамтиды. Экс-
перименттердің нәтижелері ұсынылған шешімнің жоғары тиімділігін растады, оның жап-
пай сайлау жағдайында қолдану әлеуетін көрсетті. Жүйені одан әрі оңтайландыру және 
блокчейн-технологияларды қолданыстағы электрондық дауыс беру инфрақұрылымдары-
на интеграциялау перспективалары талқыланады.

Кілт сөздер: блокчейн, электронды дауыс беру, қауіпсіздік, ашықтық, криптография, 
орталықсыздандыру.
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ния на основе технологии блокчейн, направленной на повышение безопасности, прозрач-
ности и надежности избирательного процесса. Актуальность исследования обусловлена 
необходимостью устранения слабых мест традиционных систем голосования, таких как 
возможность фальсификации результатов и несанкционированного доступа к данным. 
Проведен комплексный анализ теоретических основ блокчейн-технологии, выявлены 
ключевые преимущества децентрализованной архитектуры, неизменяемости информа-
ции и использования криптографической защиты. Практическая часть работы включает 
разработку прототипа системы, реализованного посредством модульного проектирова-
ния с использованием современных методов криптографии и алгоритмов консенсуса для 
обеспечения целостности и устойчивости данных. Результаты экспериментов подтверди-
ли высокую эффективность предложенного решения, демонстрируя его потенциал для 
применения в условиях массовых выборов. Обсуждены перспективы дальнейшей опти-
мизации системы и интеграции блокчейн-технологий в существующие инфраструктуры 
электронного голосования.

Ключевые слова: блокчейн, электронное голосование, безопасность, прозрачность, 
криптография, децентрализация.


